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QUESTION 1

What do you conclude from the nmap results below? 

Staring nmap V. 3.10ALPHA0 (www.insecure.org/map/) (The 1592 ports scanned but not shown below are in state:
closed) Port State Service 21/tcp open ftp 25/tcp open smtp 80/tcp open http 443/tcp open https Remote operating
system guess: Too many signatures match the reliability guess the OS. Nmap run completed ?1 IP address (1 host up)
scanned in 91.66 seconds 

A. The system is a Windows Domain Controller. 

B. The system is not firewalled. 

C. The system is not running Linux or Solaris. 

D. The system is not properly patched. 

Correct Answer: B 

 

QUESTION 2

You have chosen a 22 character word from the dictionary as your password. How long will it take to crack the password
by an attacker? 

A. 16 million years 

B. 5 minutes 

C. 23 days 

D. 200 years 

Correct Answer: B 

 

QUESTION 3

Some passwords are stored using specialized encryption algorithms known as hashes. 

Why is this an appropriate method? 

A. It is impossible to crack hashed user passwords unless the key used to encrypt them is obtained. 

B. If a user forgets the password,it can be easily retrieved using the hash key stored by administrators. 

C. Hashing is faster compared to more traditional encryption algorithms. 

D. Passwords stored using hashes are non-reversible,making finding the password much more difficult. 

Correct Answer: D 
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QUESTION 4

Wayne is the senior security analyst for his company. Wayne is examining some traffic logs on a server and came
across some inconsistencies. Wayne finds some IP packets from a computer purporting to be on the internal network.
The packets originate from 192.168.12.35 with a TTL of 

15. The server replied to this computer and received a response from 192.168.12.35 with a TTL of 21. 

What can Wayne infer from this traffic log? 

A. The initial traffic from 192.168.12.35 was being spoofed. 

B. The traffic from 192.168.12.25 is from a Linux computer. 

C. The TTL of 21 means that the client computer is on wireless. 

D. The client computer at 192.168.12.35 is a zombie computer. 

Correct Answer: A 

 

QUESTION 5

A company has publicly hosted web applications and an internal Intranet protected by a firewall. Which technique will
help protect against enumeration? 

A. Reject all invalid email received via SMTP. 

B. Allow full DNS zone transfers. 

C. Remove A records for internal hosts. 

D. Enable null session pipes. 

Correct Answer: C 
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