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QUESTION 1

An attacker has successfully compromised a remote computer. Which of the following comes as one of the last steps
that should be taken to ensure that the compromise cannot be traced back to the source of the problem? 

A. Install patches 

B. Setup a backdoor 

C. Install a zombie for DDOS 

D. Cover your tracks 

Correct Answer: D 

 

QUESTION 2

Smart cards use which protocol to transfer the certificate in a secure manner? 

A. Extensible Authentication Protocol (EAP) 

B. Point to Point Protocol (PPP) 

C. Point to Point Tunneling Protocol (PPTP) 

D. Layer 2 Tunneling Protocol (L2TP) 

Correct Answer: A 

 

QUESTION 3

In which step Steganography fits in CEH System Hacking Cycle (SHC) 

A. Step 2: Crack the password 

B. Step 1: Enumerate users 

C. Step 3: Escalate privileges 

D. Step 4: Execute applications 

E. Step 5: Hide files 

F. Step 6: Cover your tracks 

Correct Answer: E 

 

QUESTION 4
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Which of the following ensures that updates to policies, procedures, and configurations are made in a controlled and
documented fashion? 

A. Regulatory compliance 

B. Peer review 

C. Change management 

D. Penetration testing 

Correct Answer: C 

 

QUESTION 5

What are the three types of compliance that the Open Source Security Testing Methodology Manual (OSSTMM)
recognizes? 

A. Legal, performance, audit 

B. Audit, standards based, regulatory 

C. Contractual, regulatory, industry 

D. Legislative, contractual, standards based 

Correct Answer: D 
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