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QUESTION 1

E-mail tracking is a method to monitor and spy the delivered e-mails to the intended recipient. 

Select a feature, which you will NOT be able to accomplish with this probe? 

A. When the e-mail was received and read 

B. Send destructive e-mails 

C. GPS location and map of the recipient 

D. Time spent on reading the e-mails 

E. Whether or not the recipient visited any links sent to them 

F. Track PDF and other types of attachments 

G. Set messages to expire after specified time 

H. Remote control the User\\'s E-mail client application and hijack the traffic 

Correct Answer: H 

 

QUESTION 2

The precaution of prohibiting employees from bringing personal computing devices into a facility is what type of security
control? 

A. Physical 

B. Procedural 

C. Technical 

D. Compliance 
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Correct Answer: B 

 

QUESTION 3

What technique is used to perform a Connection Stream Parameter Pollution (CSPP) attack? 

A. Injecting parameters into a connection string using semicolons as a separator 

B. Inserting malicious Javascript code into input parameters 

C. Setting a user\\'s session identifier (SID) to an explicit known value 

D. Adding multiple parameters with the same name in HTTP requests 

Correct Answer: A 

 

QUESTION 4

David is a security administrator working in Boston. David has been asked by the office\\'s manager to block all POP3
traffic at the firewall because he believes employees are spending too much time reading personal email. How can
David block POP3 at the firewall? 

A. David can block port 125 at the firewall. 

B. David can block all EHLO requests that originate from inside the office. 

C. David can stop POP3 traffic by blocking all HELO requests that originate from inside the office. 

D. David can block port 110 to block all POP3 traffic. 

Correct Answer: D 

 

QUESTION 5

Which set of access control solutions implements two-factor authentication? 

A. USB token and PIN 

B. Fingerprint scanner and retina scanner 

C. Password and PIN 

D. Account and password 

Correct Answer: A 
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