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QUESTION 1

While investigating a claim of a user downloading illegal material, the investigator goes through the files on the
suspect\\'s workstation. He comes across a file that is just called "file.txt" but when he opens it, he finds the following:
What can he infer from this file?

#define MAKE_STR_FROM_RET(x)

()& 0xff), (((x)&0xFF00)>=>8),(((x)&0xFf0000)>>16),(((x)&0xff000000)>>24)
char infin_loop[J= I for testing purposes '/ "wEB\FE"; char bedcode[] = /' Lam31Z
chroot() code by venglin */

"x31wc0w50WE0W50b0Wx 7 elxcd80W3 1 xdbx31\xc0x4 3"

"4 35 3dbl5 353 wb0kSaledwB0web 7 Tx5e 31 ke D"
"w8dw5ex011x88 46046668 fxffix01 w5353 wb0"
"x88WwcdwB0W3 1 e 0wBdx5ex0 15333 b0 3dwcd\x80"

"3 1031 b x8d\x5e0889\wd 3023 1 ke Mfelxe 9"

"3 1xec0WBdx5e 085353 b 0x0c ke d\x B0\« felxc O\ 75"

"1 31 e 01 B881d 6\x 098 d\x5e 085353 \wb 0k 3dwed”
"w80Wwfelx0exb0Ww30xfa\xcB X884 60413 1xc 08B \x46"

"w07w89\ 7608894 6\x0cwBIxfI\Bd\xd e\x08\x8d\x56"

"w0ckE 251 w53 W53 b0 3bxedw 803 1xe 03 1xdb\x53"

"5 3 wh 001 ke dwB0\xeB8\x B4 i flufff0 1 wffixfx30"

w6269 w6e 30T IwE8 I 1 x2ex2ed 1 w3 1w 76W65be”

"wB7wbc\xB69\x6e"; static int magic[MAX_MAGIC] magic_d[MAX_MAGIC]; static
char ‘magic_str=NULL; int before_len=0;

A. A picture that has been renamed with a .txt extension

B. An encrypted file

C. An encoded file

D. A buffer overflow

Correct Answer: D

QUESTION 2

What is War Dialing?

A. War dialing involves the use of a program in conjunction with a modem to penetrate the modem/PBX-based systems
B. War dialing is a vulnerability scanning technique that penetrates Firewalls

C. Itis a social engineering technique that uses Phone calls to trick victims
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D. Involves IDS Scanning Fragments to bypass Internet filters and stateful Firewalls

Correct Answer: A

QUESTION 3

A. PIN Number and Birth Date

B. Username and Password

C. Digital Certificate and Hardware Token
D. Fingerprint and Smartcard ID

Correct Answer: D

QUESTION 4

Which statement is TRUE regarding network firewalls preventing Web Application attacks?
A. Network firewalls can prevent attacks because they can detect malicious HTTP traffic.
B. Network firewalls cannot prevent attacks because ports 80 and 443 must be opened.

C. Network firewalls can prevent attacks if they are properly configured.

D. Network firewalls cannot prevent attacks because they are too complex to configure.

Correct Answer: B

QUESTION 5

Jake works as a system administrator at Acme Corp. Jason, an accountant of the firm befriends him at the canteen and
tags along with him on the pretext of appraising him about potential tax benefits. Jason waits for Jake to swipe his
access card and follows him through the open door into the secure systems area. How would you describe Jason\\'s
behavior within a security context?

A. Smooth Talking

B. Swipe Gating

C. Tailgating

D. Trailing

Correct Answer: C
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