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QUESTION 1

Bob is going to perform an active session hijack against Brownies Inc. He has found a target that allows session
oriented connections (Telnet) and performs the 

sequence prediction on the target operating system. He manages to find an active session due to the high level of traffic
on the network. 

What is Bob supposed to do next? 

A. Take over the session 

B. Reverse sequence prediction 

C. Guess the sequence numbers 

D. Take one of the parties offline 

Correct Answer: C 

 

QUESTION 2

Which type of scan measures a person\\'s external features through a digital video camera? 

A. Iris scan 

B. Retinal scan 

C. Facial recognition scan 

D. Signature kinetics scan 

Correct Answer: C 

 

QUESTION 3

Joseph has just been hired on to a contractor company of the Department of Defense as their Senior Security Analyst.
Joseph has been instructed on the company\\'s strict security policies that have been implemented, and the policies that
have yet to be put in place. Per the Department of Defense, all DoD users and the users of their contractors must use
two-factor authentication to access their networks. Joseph has been delegated the task of researching and
implementing the best two-factor authentication method for his company. Joseph\\'s supervisor has told him that they
would like to use some type of hardware device in tandem with a security or identifying pin number. Joseph\\'s company
has already researched using smart cards and all the resources needed to implement them, but found the smart cards
to not be cost effective. What type of device should Joseph use for two-factor authentication? 

A. Biometric device 

B. OTP 

C. Proximity cards 
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D. Security token 

Correct Answer: D 

 

QUESTION 4

Employees in a company are no longer able to access Internet web sites on their computers. The network administrator
is able to successfully ping IP address of web servers on the Internet and is able to open web sites by using an IP
address in place of the URL. The administrator runs the nslookup command for www.eccouncil.org and receives an
error message stating there is no response from the server. What should the administrator do next? 

A. Configure the firewall to allow traffic on TCP ports 53 and UDP port 53. 

B. Configure the firewall to allow traffic on TCP ports 80 and UDP port 443. 

C. Configure the firewall to allow traffic on TCP port 53. 

D. Configure the firewall to allow traffic on TCP port 8080. 

Correct Answer: A 

 

QUESTION 5

How do you defend against ARP Spoofing? Select three. 

A. Use ARPWALL system and block ARP spoofing attacks 

B. Tune IDS Sensors to look for large amount of ARP traffic on local subnets 

C. Use private VLANS 

D. Place static ARP entries on servers, workstation and routers 

Correct Answer: ACD 
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