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QUESTION 1

A hacker is attempting to use nslookup to query Domain Name Service (DNS). The hacker uses the nslookup interactive
mode for the search. Which command should the hacker type into the command shell to request the appropriate
records?

A. Locate type=ns

B. Request type=ns

C. Set type=ns

D. Transfer type=ns

Correct Answer: C

QUESTION 2

While performing data validation of web content, a security technician is required to restrict malicious input. Which of the
following processes is an efficient way of restricting malicious input?

A. Validate web content input for query strings.

B. Validate web content input with scanning tools.

C. Validate web content input for type, length, and range.
D. Validate web content input for extraneous queries.

Correct Answer: C

QUESTION 3

What information should an IT system analysis provide to the risk assessor?
A. Management buy-in

B. Threat statement

C. Security architecture

D. Impact analysis

Correct Answer: C

QUESTION 4

Which of the following cryptography attack methods is usually performed without the use of a computer?
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A. Ciphertext-only attack
B. Chosen key attack

C. Rubber hose attack
D. Rainbow table attack

Correct Answer: C

QUESTION 5

You receive an e-mail like the one shown below. When you click on the link contained in the mail, you are redirected to
a website seeking you to download free

Anti-Virus software.
Dear valued customers,

We are pleased to announce the newest version of Antivirus 2010 for Windows which will probe you with total security
against the latest spyware, malware,

viruses, Trojans and other online threats. Simply visit the link below and enter your antivirus code:

Antivirus code: 5014

http://www.juggyboy/virus/virus.html

Thank you for choosing us, the worldwide leader Antivirus solutions.

Mike Robertson

PDF Reader Support

Copyright Antivirus 2010 ?All rights reserved If you want to stop receiving mail, please go to: http://www.juggyboy.com

or you may contact us at the following address: Media Internet Consultants, Edif. Neptuno, Planta Baja, Ave. Ricardo J.
Alfaro, Tumba Muerto, n/a Panama How will you determine if this is Real Anti-Virus or Fake Anti-Virus website?
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A. Look at the website design, if it looks professional then it is a Real Anti-Virus website
B. Connect to the site using SSL, if you are successful then the website is genuine
C. Search using the URL and Anti-Virus product name into Google and lookout for suspicious warnings against this site

D. Download and install Anti-Virus software from this suspicious looking site, your Windows 7 will prompt you and stop
the installation if the downloaded file is a malware

E. Download and install Anti-Virus software from this suspicious looking site, your Windows 7 will prompt you and stop
the installation if the downloaded file is a malware

Correct Answer: C
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