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QUESTION 1

What type of encryption does WPA2 use? 

A. DES 64 bit 

B. AES-CCMP 128 bit 

C. MD5 48 bit 

D. SHA 160 bit 

Correct Answer: B 

 

QUESTION 2

A company is using Windows Server 2003 for its Active Directory (AD). What is the most efficient way to crack the
passwords for the AD users? 

A. Perform a dictionary attack. 

B. Perform a brute force attack. 

C. Perform an attack with a rainbow table. 

D. Perform a hybrid attack. 

Correct Answer: C 

 

QUESTION 3

Which of the following examples best represents a logical or technical control? 

A. Security tokens 

B. Heating and air conditioning 

C. Smoke and fire alarms 

D. Corporate security policy 

Correct Answer: A 

 

QUESTION 4

A newly discovered flaw in a software application would be considered which kind of security vulnerability? 

A. Input validation flaw 
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B. HTTP header injection vulnerability 

C. 0-day vulnerability 

D. Time-to-check to time-to-use flaw 

Correct Answer: C 

 

QUESTION 5

Lori was performing an audit of her company\\'s internal Sharepoint pages when she came across the following codE.
What is the purpose of this code? 

A. This JavaScript code will use a Web Bug to send information back to another server. 

B. This code snippet will send a message to a server at 192.154.124.55 whenever the "escape" key is pressed. 

C. This code will log all keystrokes. 

D. This bit of JavaScript code will place a specific image on every page of the RSS feed. 

Correct Answer: C 
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