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QUESTION 1

Roma is a member of a security team. She was tasked with protecting the internal network of an organization from
imminent threats. To accomplish this task, Roma fed threat intelligence into the security devices in a digital format to
block and identify inbound and outbound malicious traffic entering the organization\\'s network. 

Which type of threat intelligence is used by Roma to secure the internal network? 

A. Technical threat intelligence 

B. Operational threat intelligence 

C. Tactical threat intelligence 

D. Strategic threat intelligence 

Correct Answer: A 

 

QUESTION 2

What is the minimum number of network connections in a multihomed firewall? 

A. 3 

B. 5 

C. 4 

D. 2 

Correct Answer: A 

 

QUESTION 3

You are trying to break into a highly classified top-secret mainframe computer with highest security system in place at
Merclyn Barley Bank located in Los Angeles. 

You know that conventional hacking doesn\\'t work in this case, because organizations such as banks are generally tight
and secure when it comes to protecting their systems. 

In other words, you are trying to penetrate an otherwise impenetrable system. 

How would you proceed? 

A. Look for "zero-day" exploits at various underground hacker websites in Russia and China and buy the necessary
exploits from these hackers and target the bank\\'s network 

B. Try to hang around the local pubs or restaurants near the bank, get talking to a poorly- paid or disgruntled employee,
and offer them money if they\\'ll abuse their access privileges by providing you with sensitive information 

C. Launch DDOS attacks against Merclyn Barley Bank\\'s routers and firewall systems using 100, 000 or more
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"zombies" and "bots" 

D. Try to conduct Man-in-the-Middle (MiTM) attack and divert the network traffic going to the Merclyn Barley Bank\\'s
Webserver to that of your machine using DNS Cache Poisoning techniques 

Correct Answer: B 

 

QUESTION 4

What is the least important information when you analyze a public IP address in a security alert? 

A. DNS 

B. Whois 

C. Geolocation 

D. ARP 

Correct Answer: D 

 

QUESTION 5

Which of the following is the least-likely physical characteristic to be used in biometric control that supports a large
company? 

A. Iris patterns 

B. Voice 

C. Height and Weight 

D. Fingerprints 

Correct Answer: C 
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