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QUESTION 1

Which file is a rich target to discover the structure of a website during web-server footprinting?

A. Document root

B. Robots.txt

C. domain.txt

D. index.html

Correct Answer: B

Web Server Attack Methodolog Information Gathering from Robots.txt File The robots.txt file contains the list of the web
server directories and files that the web site owner wants to hide from web crawlers. Poorly written robots.txt files can
cause the complete indexing of website files and directories. If confidential files and directories are indexed, an attacker

may easily obtain information such as passwords, email addresses, hidden links, and membership areas.
(P.1650/1634)

QUESTION 2

Which utility will tell you in real time which ports are listening or in another state?
A. Netstat

B. TCPView

C. Nmap

D. Loki

Correct Answer: B

QUESTION 3

When conducting a penetration test, it is crucial to use all means to get all available information about the target
network. One of the ways to do that is by sniffing the network. Which of the following cannot be performed by the
passive network sniffing?

A. Identifying operating systems, services, protocols and devices

B. Modifying and replaying captured network traffic

C. Collecting unencrypted information about usernames and passwords

D. Capturing a network traffic for further analysis

Correct Answer: B
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QUESTION 4

Which of the following tools can be used to perform a zone transfer?
A. NSLookup

B. Finger

C. Dig

D. Sam Spade

E. Host

F. Netcat

G. Neotrace

Correct Answer: ACDE

QUESTION 5

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to
"www.MyPersonalBank.com”, the user is directed to a phishing site.

Which file does the attacker need to modify?
A. Boot.ini

B. Sudoers

C. Networks

D. Hosts

Correct Answer: D
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