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QUESTION 1

Which of the following incident handling process phases is responsible for defining rules, collaborating human
workforce, creating a back-up plan, and testing the plans for an organization?

A. Preparation phase
B. Containment phase
C. Identification phase
D. Recovery phase

Correct Answer: A

QUESTION 2

Becky has been hired by a client from Dubai to perform a penetration test against one of their remote offices. Working
from her location in Columbus, Ohio, Becky runs her usual reconnaissance scans to obtain basic information about their
network. When analyzing the results of her Whois search, Becky notices that the IP was allocated to a location in Le
Havre, France. Which regional Internet registry should Becky go to for detailed information?

A. ARIN

B. APNIC

C. RIPE

D. LACNIC

Correct Answer: C

Regional Internet Registries (RIRS):

ARIN (American Registry for Internet Numbers)

AFRINIC (African Network Information Center)

APNIC (Asia Pacific Network Information Center)

RIPE (Réseaux IP Européens Network Coordination Centre)

LACNIC (Latin American and Caribbean Network Information Center)

QUESTION 3

Larry, a security professional in an organization, has noticed some abnormalities In the user accounts on a web server.
To thwart evolving attacks, he decided to harden the security of the web server by adopting a countermeasures to
secure the accounts on the web server.

Which of the following countermeasures must Larry implement to secure the user accounts on the web server?
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A. Enable unused default user accounts created during the installation of an OS

B. Enable all non-interactive accounts that should exist but do not require interactive login
C. Limit the administrator or toot-level access to the minimum number of users

D. Retain all unused modules and application extensions

Correct Answer: C

QUESTION 4
ViruXine.W32 virus hides their presence by changing the underlying executable code.

This Virus code mutates while keeping the original algorithm intact, the code changes itself each time it runs, but the
function of the code (its semantics) will not change at all.
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Here is a section of the Virus code:
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lotz of encrypted code

Decryption Code:
C=CHl
A=Encrypted
Loop:
B=*A
C=3214*A
B=B XOR. CryptoKey
_*A=B
.C=1
.C=A+B
A=A+
. GOTO Loop IF NOT A=Decryption Code
15. C=C"2
16. GOTO Encrypted
17. CryptoKey:
18. some random number
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What is this technique called?
A. Polymorphic Virus

B. Metamorphic Virus

C. Dravidic Virus

D. Stealth Virus

Correct Answer: A

QUESTION 5

What is the minimum number of network connections in a multihomed firewall?
A.3

B.5

C. 4

D.2

Correct Answer: A
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