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QUESTION 1

Fred is the network administrator for his company. Fred is testing an internal switch. 

From an external IP address, Fred wants to try and trick this switch into thinking it already has established a session
with his computer. How can Fred accomplish this? 

A. Fred can accomplish this by sending an IP packet with the RST/SIN bit and the source address of his computer. 

B. He can send an IP packet with the SYN bit and the source address of his computer. 

C. Fred can send an IP packet with the ACK bit set to zero and the source address of the switch. 

D. Fred can send an IP packet to the switch with the ACK bit and the source address of his machine. 

Correct Answer: D 

 

QUESTION 2

To hide the file on a Linux system, you have to start the filename with a specific character. What is the character? 

A. Exclamation mark (!) 

B. Underscore (_) 

C. Tilde H 

D. Period (.) 

Correct Answer: D 

 

QUESTION 3

You are attempting to crack LM Manager hashed from Windows 2000 SAM file. You will be using LM Brute force
hacking tool for decryption. What encryption algorithm will you be decrypting? 

A. MD4 

B. DES 

C. SHA 

D. SSL 

Correct Answer: B 

 

QUESTION 4

Yancey is a network security administrator for a large electric company. This company provides power for over 100, 000
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people in Las Vegas. Yancey has worked for his company for over 15 years and has become very successful. One day,
Yancey comes in to work and finds out that the company will be downsizing and he will be out of a job in two weeks.
Yancey is very angry and decides to place logic bombs, viruses, Trojans, and backdoors all over the network to take
down the company once he has left. Yancey does not care if his actions land him in jail for 30 or more years, he just
wants the company to pay for what they are doing to him. 

What would Yancey be considered? 

A. Yancey would be considered a Suicide Hacker 

B. Since he does not care about going to jail, he would be considered a Black Hat 

C. Because Yancey works for the company currently; he would be a White Hat 

D. Yancey is a Hacktivist Hacker since he is standing up to a company that is downsizing 

Correct Answer: A 

 

QUESTION 5

A security analyst is performing an audit on the network to determine if there are any deviations from the security
policies in place. The analyst discovers that a user from the IT department had a dial-out modem installed. 

Which security policy must the security analyst check to see if dial-out modems are allowed? 

A. Firewall-management policy 

B. Acceptable-use policy 

C. Permissive policy 

D. Remote-access policy 

Correct Answer: D 
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