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QUESTION 1

An Intrusion Detection System (IDS) has alerted the network administrator to a possibly malicious 

sequence of packets sent to a Web server in the network\\'s external DMZ. The packet traffic was captured 

by the IDS and saved to a PCAP file. 

What type of network tool can be used to determine if these packets are genuinely malicious or simply a 

false positive? 

A. Protocol analyzer 

B. Network sniffer 

C. Intrusion Prevention System (IPS) 

D. Vulnerability scanner 

Correct Answer: A 

 

QUESTION 2

Which of these is capable of searching for and locating rogue access points? 

A. HIDS 

B. WISS 

C. WIPS 

D. NIDS 

Correct Answer: C 

 

QUESTION 3

Becky has been hired by a client from Dubai to perform a penetration test against one of their remote offices. Working
from her location in Columbus, Ohio, Becky runs her usual reconnaissance scans to obtain basic information about their
network. When analyzing the results of her Whois search, Becky notices that the IP was allocated to a location in Le
Havre, France. Which regional Internet registry should Becky go to for detailed information? 

A. ARIN 

B. APNIC 

C. RIPE 

D. LACNIC 
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Correct Answer: C 

 

QUESTION 4

Annie, a cloud security engineer, uses the Docker architecture to employ a client/server model in the application she is
working on. She utilizes a component that can process API requests and handle various Docker objects, such as
containers, volumes. Images, and networks. What is the component of the Docker architecture used by Annie in the
above scenario? 

A. Docker client 

B. Docker objects 

C. Docker daemon 

D. Docker registries 

Correct Answer: C 

Docker uses a client-server design. The docker client talks to the docker daemon, that will the work of building, running,
and distributing your docker containers. The docker client and daemon will run on the same system, otherwise you will
connect a docker consumer to a remote docker daemon. The docker consumer and daemon communicate using a
REST API, over OS sockets or a network interface. 

The docker daemon (dockerd) listens for docker API requests and manages docker objects like pictures, containers,
networks, and volumes. A daemon may communicate with other daemons to manage docker services. 

 

QUESTION 5

You are attempting to run an Nmap port scan on a web server. Which of the following commands would result in a scan
of common ports with the least amount of noise in order to evade IDS? 

A. nmap -A - Pn 

B. nmap -sP -p-65535 -T5 

C. nmap -sT -O -T0 

D. nmap -A --host-timeout 99 -T1 

Correct Answer: C 
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