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QUESTION 1

An attacker runs netcat tool to transfer a secret file between two hosts.
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He is worried about information being sniffed on the network.

How would the attacker use netcat to encrypt the information before transmitting onto the wire?
A. Machine A: netcat -l -p -s password 1234

B. Machine A: netcat -| -e magickey -p 1234

C. Machine A: netcat -1 -p 1234

D. Use cryptcat instead of netcat

Correct Answer: D

QUESTION 2

If you want to only scan fewer ports than the default scan using Nmap tool, which option would you use?

D. -sP

Correct Answer: B

QUESTION 3

You are tasked to configure the DHCP server to lease the last 100 usable IP addresses in subnet to. 1.4.0/23. Which of
the following IP addresses could be teased as a result of the new configuration?

A. 210.1.55.200
B. 10.1.4.254
C.10..1.5.200
D.10.1.4.156

Correct Answer: C
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QUESTION 4

A penetration tester is performing the footprinting process and is reviewing publicly available information about an
organization by using the Google search engine.

Which of the following advanced operators would allow the pen tester to restrict the search to the organization\\'s web
domain?

A. [allinurl:]
B. [location:]
C. [site:]
D. flink?]

Correct Answer: C

QUESTION 5

Joel, a professional hacker, targeted a company and identified the types of websites frequently visited by its employees.
Using this information, he searched for possible loopholes in these websites and injected a malicious script that can
redirect users from the web page and download malware onto a victim\\'s machine. Joel waits for the victim to access
the infected web application so as to compromise the victim\\'s machine. Which of the following techniques is used by
Joel in the above scenario?

A. DNS rebinding attack

B. Clickjacking attack

C. MarioNet attack

D. Watering hole attack

Correct Answer: B
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