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QUESTION 1

In the context of password security, a simple dictionary attack involves loading a dictionary file (a text file full of
dictionary words) into a cracking application such as LOphtCrack or John the Ripper, and running it against user
accounts located by the application. The larger the word and word fragment selection, the more effective the dictionary
attack is. The brute force method is the most inclusive, although slow. It usually tries every possible letter and number
combination in its automated exploration. If you would use both brute force and dictionary methods combined together
to have variation of words, what would you call such an attack?

A. Full Blown

B. Thorough

C. Hybrid

D. BruteDics

Correct Answer: C

QUESTION 2

If you want to only scan fewer ports than the default scan using Nmap tool, which option would you use?
A.-r

B. -F

C.-P

D. -sP

Correct Answer: B

QUESTION 3

Geena, a cloud architect, uses a master component in the Kubernetes cluster architecture that scans newly generated
pods and allocates a node to them. This component can also assign nodes based on factors such as the overall
resource requirement, data locality, software/hardware/policy restrictions, and internal workload interventions.

Which of the following master components is explained in the above scenario?

A. Kube-controller-manager

B. Kube-scheduler

C. Kube-apiserver

D. Etcd cluster

Correct Answer: B
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QUESTION 4

Bob is going to perform an active session hijack against Brownies Inc. He has found a target that allows session
oriented connections (Telnet) and performs the sequence prediction on the target operating system. He manages to find
an active session due to the high level of traffic on the network. What is Bob supposed to do next?

A. Take over the session

B. Reverse sequence prediction

C. Guess the sequence numbers

D. Take one of the parties offline

Correct Answer: C

QUESTION 5

You are analysing traffic on the network with Wireshark. You want to routinely run a cron job which will run the capture
against a specific set of IPs - 192.168.8.0/24. What command you would use?

A. wireshark --fetch \\\\'192.168.8*\\'\\'

B. wireshark --capture --local masked 192.168.8.0 ---range 24
C. tshark -net 192.255.255.255 mask 192.168.8.0

D. sudo tshark -fiV'\\'net 192 .68.8.0/24\\'\\

Correct Answer: D
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