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QUESTION 1

Morris, an attacker, wanted to check whether the target AP is in a locked state. He attempted using 

different utilities to identify WPS-enabled APs in the target wireless network. Ultimately, he succeeded with 

one special command-line utility. 

Which of the following command-line utilities allowed Morris to discover the WPS-enabled APs? 

A. wash 

B. ntptrace 

C. macof 

D. net View 

Correct Answer: A 

 

QUESTION 2

Which results will be returned with the following Google search query? site:target.com site:Marketing.target.com
accounting 

A. Results from matches on the site marketing.target.com that are in the domain target.com but do not include the word
accounting. 

B. Results matching all words in the query. 

C. Results for matches on target.com and Marketing.target.com that include the word "accounting" 

D. Results matching "accounting" in domain target.com but not on the site Marketing.target.com 

Correct Answer: D 

 

QUESTION 3

The establishment of a TCP connection involves a negotiation called three-way handshake. What type of message does
the client send to the server in order to begin this negotiation? 

A. ACK 

B. SYN 

C. RST 

D. SYN-ACK 

Correct Answer: B 
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QUESTION 4

Which of the following tools performs comprehensive tests against web servers, including dangerous files and CGIs? 

A. Nikto 

B. John the Ripper 

C. Dsniff 

D. Snort 

Correct Answer: A 

 

QUESTION 5

An attacker changes the profile information of a particular user (victim) on the target website. The attacker uses this
string to update the victim\\'s profile to a text file and then submit the data to the attacker\\'s database. 

 

What is this type of attack (that can use either HTTP GET or HTTP POST) called? 

A. Browser Hacking 

B. Cross-Site Scripting 

C. SQL Injection 

D. Cross-Site Request Forgery 

Correct Answer: D 
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