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QUESTION 1

When a normal TCP connection starts, a destination host receives a SYN (synchronize/start) packet from a source host
and sends back a SYN/ACK (synchronize acknowledge). The destination host must then hear an ACK (acknowledge) of
the SYN/ACK before the connection is established. This is referred to as the "TCP three-way handshake." While waiting
for the ACK to the SYN ACK, a connection queue of finite size on the destination host keeps track of connections
waiting to be completed. This queue typically empties quickly since the ACK is expected to arrive a few milliseconds
after the SYN ACK.

How would an attacker exploit this design by launching TCP SYN attack?

A. Attacker generates TCP SYN packets with random destination addresses towards a victim host

B. Attacker floods TCP SYN packets with random source addresses towards a victim host

C. Attacker generates TCP ACK packets with random source addresses towards a victim host

D. Attacker generates TCP RST packets with random source addresses towards a victim host

Correct Answer: B

QUESTION 2

Suppose you\\'ve gained access to your client\\'s hybrid network. On which port should you listen to in order to know
which Microsoft Windows workstations has its file sharing enabled?

A. 1433
B. 161
C. 445
D. 3389

Correct Answer: C

QUESTION 3

Which of the following is considered an acceptable option when managing a risk?
A. Reject the risk.

B. Deny the risk.

C. Mitigate the risk.

D. Initiate the risk.

Correct Answer: C
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QUESTION 4
Which of the following is a primary service of the U.S. Computer Security Incident Response Team (CSIRT)?

A. CSIRT provides an incident response service to enable a reliable and trusted single point of contact for reporting
computer security incidents worldwide.

B. CSIRT provides a computer security surveillance service to supply a government with important intelligence
information on individuals travelling abroad.

C. CSIRT provides a penetration testing service to support exception reporting on incidents worldwide by individuals
and multi-national corporations.

D. CSIRT provides a vulnerability assessment service to assist law enforcement agencies with profiling an individual\\'s
property or company\\'s asset.

Correct Answer: A

QUESTION 5

Cross-site request forgery involves:

A. A request sent by a malicious user from a browser to a server

B. Modification of a request by a proxy between client and server

C. A browser making a request to a server without the user\\'s knowledge

D. A server making a request to another server without the user\\'s knowledge

Correct Answer: C
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