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QUESTION 1

When you are collecting information to perform a data analysis, Google commands are very useful to find sensitive
information and files. These files may contain information about passwords, system functions, or documentation. 

What command will help you to search files using Google as a search engine? 

A. site: target.com filetype:xls username password email 

B. inurl: target.com filename:xls username password email 

C. domain: target.com archive:xls username password email 

D. site: target.com file:xls username password email 

Correct Answer: A 

If you include site: in your query, Google will restrict your search results to the site or domain you specify. If you include
filetype:suffix in your query, Google will restrict the results to pages whose names end in suffix. For example, [ web
page evaluation checklist filetype:pdf ] will return Adobe Acrobat pdf files that match the terms "web," "page,"
"evaluation," and "checklist." 

References: http://www.googleguide.com/advanced_operators_reference.html 

 

QUESTION 2

Null sessions are un-authenticated connections (not using a username or password.) to an NT or 2000 system. Which
TCP and UDP ports must you filter to check null sessions on your network? 

A. 137 and 139 

B. 137 and 443 

C. 139 and 443 

D. 139 and 445 

Correct Answer: D 

 

QUESTION 3

A pentester is using Metasploit to exploit an FTP server and pivot to a LAN. How will the pentester pivot using
Metasploit? 

A. Issue the pivot exploit and set the meterpreter. 

B. Reconfigure the network settings in the meterpreter. 

C. Set the payload to propagate through the meterpreter. 

D. Create a route statement in the meterpreter. 
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Correct Answer: D 

 

QUESTION 4

Which of the following defines the role of a root Certificate Authority (CA) in a Public Key Infrastructure (PKI)? 

A. The root CA is the recovery agent used to encrypt data when a user\\'s certificate is lost. 

B. The root CA stores the user\\'s hash value for safekeeping. 

C. The CA is the trusted root that issues certificates. 

D. The root CA is used to encrypt email messages to prevent unintended disclosure of data. 

Correct Answer: C 

 

QUESTION 5

The collection of potentially actionable, overt, and publicly available information is known as: 

A. Open-source intelligence 

B. Human intelligence 

C. Social intelligence 

D. Real intelligence 

Correct Answer: A 
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