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QUESTION 1

A tester has been hired to do a web application security test. The tester notices that the site is dynamic and must make
use of a back end database. 

In order for the tester to see if SQL injection is possible, what is the first character that the tester should use to attempt
breaking a valid SQL request? 

A. Semicolon 

B. Single quote 

C. Exclamation mark 

D. Double quote 

Correct Answer: B 

 

QUESTION 2

What is the best description of SQL Injection? 

A. It is an attack used to gain unauthorized access to a database. 

B. It is an attack used to modify code in an application. 

C. It is a Man-in-the-Middle attack between your SQL Server and Web App Server. 

D. It is a Denial of Service Attack. 

Correct Answer: A 

SQL injection is a code injection technique, used to attack data-driven applications, in which malicious SQL statements
are inserted into an entry field for execution (e.g. to dump the database contents to the attacker). 

References: https://en.wikipedia.org/wiki/SQL_injection 

 

QUESTION 3

Jim\\'s company regularly performs backups of their critical servers. But the company cannot afford to send backup
tapes to an off-site vendor for long-term storage and archiving. Instead, Jim\\'s company keeps the backup tapes in a
safe in the office. Jim\\'s company is audited each year, and the results from this year\\'s audit show a risk because
backup tapes are not stored off-site. The Manager of Information Technology has a plan to take the backup tapes home
with him and wants to know what two things he can do to secure the backup tapes while in transit? 

A. Encrypt the backup tapes and transport them in a lock box. 

B. Degauss the backup tapes and transport them in a lock box. 

C. Hash the backup tapes and transport them in a lock box. 
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D. Encrypt the backup tapes and use a courier to transport them. 

Correct Answer: A 

 

QUESTION 4

Which command can be used to show the current TCP/IP connections? 

A. Netsh 

B. Netstat 

C. Net use connection 

D. Net use 

Correct Answer: A 

 

QUESTION 5

Destination unreachable administratively prohibited messages can inform the hacker to what? 

A. That a circuit level proxy has been installed and is filtering traffic 

B. That his/her scans are being blocked by a honeypot or jail 

C. That the packets are being malformed by the scanning software 

D. That a router or other packet-filtering device is blocking traffic 

E. That the network is functioning normally 

Correct Answer: D 
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