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QUESTION 1

What does the -oX flag do in an Nmap scan? 

A. Perform an express scan 

B. Output the results in truncated format to the screen 

C. Perform an Xmas scan 

D. Output the results in XML format to a file 

Correct Answer: D 

 

QUESTION 2

In Wireshark, the packet bytes panes show the data of the current packet in which format? 

A. Decimal 

B. ASCII only 

C. Binary 

D. Hexadecimal 

Correct Answer: D 

 

QUESTION 3

Company XYZ has asked you to assess the security of their perimeter email gateway. From your office in New York,
you craft a specially formatted email message and send it across the Internet to an employee of Company XYZ. The
employee of Company XYZ is aware of your test. 

Your email message looks like this: 

From: jim_miller@companyxyz.com 

To: michelle_saunders@companyxyz.com 

Subject: Test message 

Date: 4/3/2017 14:37 

The employee of Company XYZ receives your email message. This proves that Company XYZ\\'s email gateway
doesn\\'t prevent what? 

A. Email Phishing 

B. Email Masquerading 
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C. Email Spoofing 

D. Email Harvesting 

Correct Answer: C 

 

QUESTION 4

What is the process of logging, recording, and resolving events that take place in an organization? 

A. Incident Management Process 

B. Security Policy 

C. Internal Procedure 

D. Metrics 

Correct Answer: A 

The activities within the incident management process include: 

References: https://en.wikipedia.org/wiki/Incident_management_(ITSM)#Incident_management_proced ure 

 

QUESTION 5

Which of the following does proper basic configuration of snort as a network intrusion detection system require? 

A. Limit the packets captured to the snort configuration file. 

B. Capture every packet on the network segment. 

C. Limit the packets captured to a single segment. 

D. Limit the packets captured to the /var/log/snort directory. 

Correct Answer: A 
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