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QUESTION 1
You just purchased the latest DELL computer, which comes pre-installed with Windows XP, McAfee antivirus software
and a host of other applications. You want to connect Ethernet wire to your cable modem and start using the computer

immediately.

Windows is dangerously insecure when unpacked from the box, and there are a few things that you must do before you
use it.

A. New Installation of Windows Should be patched by installation the latest service packs and hotfixes
B. Enable "guest" account

C. Install a personal firewall and lock down unused ports from connecting to your computer

D. Install the latest signatures for Antivirus software

E. Configure "Windows Update" to automatic

F. Create a non-admin user with a complex password and login to this account

Correct Answer: ACDEF

The guest account is a possible vulnerability to your system so you should not enable it unless needed. Otherwise you
should perform all other actions mentioned in order to have a secure system.

QUESTION 2

Trojan horse attacks pose one of the most serious threats to computer security. The image below shows different ways
a Trojan can get into a system. Which are the easiest and most convincing ways to infect a computer?

Legitimate "shrink-wrapped"”

software packaged by a = P, '“Starl‘lt Messenger
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Fake programs W IRC (Internet Relay Chat)

Downloading files, games,
and screensavers from
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A. IRC (Internet Relay Chat)
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B. Legitimate "shrink-wrapped" software packaged by a disgruntled employee
C. NetBIOS (File Sharing)
D. Downloading files, games and screensavers from Internet sites

Correct Answer: B

QUESTION 3

Sally is a network admin for a small company. She was asked to install wireless accesspoints in the building. In looking
at the specifications for the access-points, she sees that all of them offer WEP.

Which of these are true about WEP?

Select the best answer.

A. Stands for Wireless Encryption Protocol

B. It makes a WLAN as secure as a LAN

C. Stands for Wired Equivalent Privacy

D. It offers end to end security

Correct Answer: C

WEP is intended to make a WLAN as secure as a LAN but because a WLAN is not constrained by wired, this makes

access much easier. Also, WEP has flaws that make it less secure than was once thought. WEP does not offer end-to-
end security. It only attempts to protect the wireless portion of the network.

QUESTION 4

E-mail scams and mail fraud are regulated by which of the following?

A. 18 U.S.C. par. 1030 Fraud and Related activity in connection with Computers

B. 18 U.S.C. par. 1029 Fraud and Related activity in connection with Access Devices

C. 18 U.S.C. par. 1362 Communication Lines, Stations, or Systems

D. 18 U.S.C. par. 2510 Wire and Electronic Communications Interception and Interception of Oral Communication
Correct Answer: A

http://www.law.cornell.edu/uscode/html/uscode18/usc_sec_18 00001030----000-.html

QUESTION 5
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An SNMP scanner is a program that sends SNMP requests to multiple IP addresses, trying different community strings
and waiting for a reply. Unfortunately SNMP servers don\\'t respond to requests with invalid community strings and the
underlying protocol does not reliably report closed ports. This means that \\'no response\\' from the probed IP address
can mean which of the following:

(Select up to 3)

A. Invalid community string

B. S-AUTH protocol is running on the SNMP server

C. Machine unreachable

D. SNMP server not running

Correct Answer: ACD

http://en.wikipedia.org/wiki/Simple_Network_Management_Protocol
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