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QUESTION 1

Which of the following statements is not a part of securing and evaluating electronic crime scene checklist? 

A. Locate and help the victim 

B. Transmit additional flash messages to other responding units 

C. Request additional help at the scene if needed 

D. Blog about the incident on the internet 

Correct Answer: D 

 

QUESTION 2

Under no circumstances should anyone, with the exception of qualified computer forensics personnel, make any
attempts to restore or recover information from a computer system or device that holds electronic information. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

The Recycle Bin exists as a metaphor for throwing files away, but it also allows user to retrieve and restore files. Once
the file is moved to the recycle bin, a record is added to the log file that exists in the Recycle Bin. 

Which of the following files contains records that correspond to each deleted file in the Recycle Bin? 

A. INFO2 file 

B. INFO1 file 

C. LOGINFO2 file 

D. LOGINFO1 file 

Correct Answer: A 

 

QUESTION 4

Windows Security Event Log contains records of login/logout activity or other security-related events specified by the
system\\'s audit policy. What does event ID 531 in Windows Security Event Log indicates? 

A. A user successfully logged on to a computer 
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B. The logon attempt was made with an unknown user name or a known user name with a bad password 

C. An attempt was made to log on with the user account outside of the allowed time 

D. A logon attempt was made using a disabled account 

Correct Answer: D 

 

QUESTION 5

Wireless access control attacks aim to penetrate a network by evading WLAN access control measures, such as AP
MAC filters and Wi-Fi port access controls. 

Which of the following wireless access control attacks allows the attacker to set up a rogue access point outside the
corporate perimeter, and then lure the employees of the organization to connect to it? 

A. War driving 

B. Rogue access points 

C. MAC spoofing 

D. Client mis-association 

Correct Answer: D 
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