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QUESTION 1

The status of the network interface cards (NICs) connected to a system gives information about whether the system is
connected to a wireless access point and what IP address is being used. Which command displays the network
configuration of the NICs on the system?

A. ipconfig /all

B. netstat

C. net session

D. tasklist

Correct Answer: A

QUESTION 2

You have been given the task to investigate web attacks on a Windows-based server. Which of the following commands
will you use to look at which sessions the machine has opened with other systems?

A. Net sessions
B. Net use

C. Net config
D. Net share

Correct Answer: B

QUESTION 3

Data Acquisition is the process of imaging or otherwise obtaining information from a digital device and its peripheral
equipment and media

A. True
B. False

Correct Answer: A

QUESTION 4
A rogue/unauthorized access point is one that Is not authorized for operation by a particular firm or network
A. True

B. False
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Correct Answer: A

QUESTION 5

Wireless access control attacks aim to penetrate a network by evading WLAN access control measures, such as AP
MAC filters and Wi-Fi port access controls.

Which of the following wireless access control attacks allows the attacker to set up a rogue access point outside the
corporate perimeter, and then lure the employees of the organization to connect to it?

A. War driving

B. Rogue access points
C. MAC spoofing

D. Client mis-association

Correct Answer: D
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