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QUESTION 1

Attacker uses vulnerabilities in the authentication or session management functions such as exposed accounts, session
IDs, logout, password management, timeouts, remember me. secret question, account update etc. to impersonate
users, if a user simply closes the browser without logging out from sites accessed through a public computer, attacker
can use the same browser later and exploit the user\\'s privileges. Which of the following vulnerability/exploitation is
referred above?

A. Session ID in URLs

B. Timeout Exploitation

C. /O exploitation

D. Password Exploitation

Correct Answer: B

QUESTION 2

Wireless network discovery tools use two different methodologies to detect, monitor and log a WLAN device (i.e. active
scanning and passive scanning). Active scanning methodology involves and waiting for responses from
available wireless networks.

A. Broadcasting a probe request frame

B. Sniffing the packets from the airwave

C. Scanning the network

D. Inspecting WLAN and surrounding networks

Correct Answer: A

QUESTION 3

Operating System logs are most beneficial for Identifying or Investigating suspicious activities involving a particular host.
Which of the following Operating System logs contains information about operational actions performed by OS
components?

A. Event logs

B. Audit logs

C. Firewall logs

D. IDS logs

Correct Answer: A
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QUESTION 4

The disk in the disk drive rotates at high speed, and heads in the disk drive are used only to read data.
A. True

B. False

Correct Answer: B

QUESTION 5

If the partition size Is 4 GB, each cluster will be 32 K. Even If a file needs only 10 K, the entire 32 K will be allocated,
resulting In 22 K of

A. Slack space
B. Deleted space
C. Cluster space
D. Sector space

Correct Answer: A
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