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QUESTION 1

Which of the following statements is incorrect related to acquiring electronic evidence at crime scene? 

A. Sample banners are used to record the system activities when used by the unauthorized user 

B. In warning banners, organizations give clear and unequivocal notice to intruders that by signing onto the system they
are expressly consenting to such monitoring 

C. The equipment is seized which is connected to the case, knowing the role of the computer which will indicate what
should be taken 

D. At the time of seizing process, you need to shut down the computer immediately 

Correct Answer: D 

 

QUESTION 2

A mobile operating system is the operating system that operates a mobile device like a mobile phone, smartphone,
PDA, etc. It determines the functions and features available on mobile devices such as keyboards, applications, email,
text messaging, etc. Which of the following mobile operating systems is free and open source? 

A. Web OS 

B. Android 

C. Apple IOS 

D. Symbian OS 

Correct Answer: B 

 

QUESTION 3

Volatile information can be easily modified or lost when the system is shut down or rebooted. It helps to determine a
logical timeline of the security incident and the users who would be responsible. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 4

In an echo data hiding technique, the secret message is embedded into a __________as an echo. 

A. Cover audio signal 
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B. Phase spectrum of a digital signal 

C. Pseudo-random signal 

D. Pseudo- spectrum signal 

Correct Answer: A 

 

QUESTION 5

Computer forensics report provides detailed information on complete computer forensics investigation process. It should
explain how the incident occurred, provide technical details of the incident and should be clear to understand. Which of
the following attributes of a forensics report can render it inadmissible in a court of law? 

A. It includes metadata about the incident 

B. It includes relevant extracts referred to In the report that support analysis or conclusions 

C. It is based on logical assumptions about the incident timeline 

D. It maintains a single document style throughout the text 

Correct Answer: C 
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