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QUESTION 1

Attacker uses vulnerabilities in the authentication or session management functions such as exposed accounts, session
IDs, logout, password management, timeouts, remember me. secret question, account update etc. to impersonate
users, if a user simply closes the browser without logging out from sites accessed through a public computer, attacker
can use the same browser later and exploit the user\\'s privileges. Which of the following vulnerability/exploitation is
referred above?

A. Session ID in URLs

B. Timeout Exploitation

C. /O exploitation

D. Password Exploitation

Correct Answer: B

QUESTION 2

The Recycle Bin exists as a metaphor for throwing files away, but it also allows user to retrieve and restore files. Once
the file is moved to the recycle bin, a record is added to the log file that exists in the Recycle Bin.

Which of the following files contains records that correspond to each deleted file in the Recycle Bin?
A. INFO2 file

B. INFOL1 file

C. LOGINFO2 file

D. LOGINFO1 file

Correct Answer: A

QUESTION 3

Which table is used to convert huge word lists (i .e. dictionary files and brute-force lists) into password hashes?
A. Rainbow tables

B. Hash tables

C. Master file tables

D. Database tables

Correct Answer: A
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QUESTION 4

Raw data acquisition format creates of a data set or suspect drive.
A. Simple sequential flat files

B. Segmented files

C. Compressed image files

D. Segmented image files

Correct Answer: A

QUESTION 5

Steganography is a technique of hiding a secret message within an ordinary message and extracting it at the destination
to maintain the confidentiality of data.

A. True
B. False

Correct Answer: A
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