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QUESTION 1

Which of the following statements is incorrect when preserving digital evidence? 

A. Document the actions and changes that you observe in the monitor, computer, printer, or in other peripherals 

B. Verily if the monitor is in on, off, or in sleep mode 

C. Remove the power cable depending on the power state of the computer i.e., in on. off, or in sleep mode 

D. Turn on the computer and extract Windows event viewer log files 

Correct Answer: D 

 

QUESTION 2

What is the "Best Evidence Rule"? 

A. It states that the court only allows the original evidence of a document, photograph, or recording at the trial rather
than a copy 

B. It contains system time, logged-on user(s), open files, network information, process information, process-to-port
mapping, process memory, clipboard contents, service/driver information, and command history 

C. It contains hidden files, slack space, swap file, index.dat files, unallocated clusters, unused partitions, hidden
partitions, registry settings, and event logs 

D. It contains information such as open network connection, user logout, programs that reside in memory, and cache
data 

Correct Answer: A 

 

QUESTION 3

Physical security recommendations: There should be only one entrance to a forensics lab 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 4

SMTP (Simple Mail Transfer protocol) receives outgoing mail from clients and validates source and destination
addresses, and also sends and receives emails to and from other SMTP servers. 

A. True 
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B. False 

Correct Answer: A 

 

QUESTION 5

Which of the following steganography types hides the secret message in a specifically designed pattern on the
document that is unclear to the average reader? 

A. Open code steganography 

B. Visual semagrams steganography 

C. Text semagrams steganography 

D. Technical steganography 

Correct Answer: A 
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