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QUESTION 1

Which of the following network attacks refers to sending huge volumes of email to an address in an attempt to overflow
the mailbox, or overwhelm the server where the email address is hosted, to cause a denial-of-service attack? 

A. Email spamming 

B. Mail bombing 

C. Phishing 

D. Email spoofing 

Correct Answer: B 

 

QUESTION 2

The need for computer forensics is highlighted by an exponential increase in the number of cybercrimes and litigations
where large organizations were involved. Computer forensics plays an important role in tracking the cyber criminals.
The main role of computer forensics is to: 

A. Maximize the investigative potential by maximizing the costs 

B. Harden organization perimeter security 

C. Document monitoring processes of employees of the organization 

D. Extract, process, and interpret the factual evidence so that it proves the attacker\\'s actions in the court 

Correct Answer: D 

 

QUESTION 3

In Windows 7 system files, which file reads the Boot.ini file and loads Ntoskrnl.exe. Bootvid.dll. Hal.dll, and boot-start
device drivers? 

A. Ntldr 

B. Gdi32.dll 

C. Kernel32.dll 

D. Boot.in 

Correct Answer: A 

 

QUESTION 4

Files stored in the Recycle Bin in its physical location are renamed as Dxy.ext, where, "X" represents the _________. 
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A. Drive name 

B. Sequential number 

C. Original file name\\'s extension 

D. Original file name 

Correct Answer: A 

 

QUESTION 5

Billy, a computer forensics expert, has recovered a large number of DBX files during forensic investigation of a laptop.
Which of the following email clients he can use to analyze the DBX files? 

A. Microsoft Outlook 

B. Microsoft Outlook Express 

C. Mozilla Thunderoird 

D. Eudora 

Correct Answer: B 
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