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QUESTION 1

Which Intrusion Detection System (IDS) usually produces the most false alarms due to the unpredictable behaviors of
users and networks? 

A. network-based IDS systems (NIDS) 

B. host-based IDS systems (HIDS) 

C. anomaly detection 

D. signature recognition 

Correct Answer: BC 

 

QUESTION 2

You are assigned to work in the computer forensics lab of a state police agency. While working on a high profile criminal
case, you have followed every applicable procedure, however your boss is still concerned that the defense attorney
might question wheather evidence has been changed while at the lab. What can you do to prove that the evidence is the
same as it was when it first entered the lab? 

A. Sign a statement attesting that the evidence is the same as it was when it entered the lab 

B. There is no reason to worry about this possible claim because state labs are certified 

C. Make MD5 hashes of the evidence and compare it to the standard database developed by NIST 

D. Make MD5 hashes of the evidence and compare it with the original MD5 hash that was taken when the evidence first
entered the lab 

Correct Answer: D 

 

QUESTION 3

Amber, a black hat hacker, has embedded a malware into a small enticing advertisement and posted it on a popular ad-
network that displays across various websites. What is she doing? 

A. Click-jacking 

B. Compromising a legitimate site 

C. Spearphishing 

D. Malvertising 

Correct Answer: D 
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QUESTION 4

Which of the following tool is used to locate IP addresses? 

A. SmartWhois 

B. Deep Log Analyzer 

C. Towelroot 

D. XRY LOGICAL 

Correct Answer: A 

 

 

QUESTION 5

When examining a file with a Hex Editor, what space does the file header occupy? 

A. The first several bytes of the file 

B. One byte at the beginning of the file 

C. None, file headers are contained in the FAT 

D. The last several bytes of the file 

Correct Answer: A 
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