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QUESTION 1

Harold is a computer forensics investigator working for a consulting firm out of Atlanta Georgia. Harold is called upon to
help with a corporate espionage case in Miami Florida. Harold assists in the investigation by pulling all the data from the
computers allegedly used in the illegal activities. He finds that two suspects in the company where stealing sensitive
corporate information and selling it to competing companies. From the email and instant messenger logs recovered,
Harold has discovered that the two employees naotified the buyers by writing symbols on the back of specific stop signs.
This way, the buyers knew when and where to meet with the alleged suspects to buy the stolen material. What type of
steganography did these two suspects use?

A. Text semagram

B. Visual semagram

C. Grill cipher

D. Visual cipher

Correct Answer: B

QUESTION 2

When a file is deleted by Windows Explorer or through the MS-DOS delete command, the operating system inserts
in the first letter position of the filename in the FAT database.

A. A Capital X

B. A Blank Space

C. The Underscore Symbol

D. The lowercase Greek Letter Sigma (s)

Correct Answer: D

QUESTION 3

You are working for a local police department that services a population of 1,000,000 people and you have been given
the task of building a computer forensics lab. How many law-enforcement computer investigators should you request to
staff the lab?

A.8

B.1

C.4

D.2

Correct Answer: C
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QUESTION 4

%3cscript¥%3ealert("XXXXXXXX")%3c/script%3e is a script obtained from a Cross-Site Scripting attack. What type of
encoding has the attacker employed?

A. Double encoding
B. Hex encoding

C. Unicode

D. Base64

Correct Answer: B

QUESTION 5

If you discover a criminal act while investigating a corporate policy abuse, it becomes a public-sector investigation and
should be referred to law enforcement?

A. True
B. False

Correct Answer: A
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