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QUESTION 1

Why is it a good idea to perform a penetration test from the inside?
A. It is never a good idea to perform a penetration test from the inside
B. It is easier to hack from the inside

C. Because 70% of attacks are from inside the organization

D. To attack a network from a hacker\\'s perspective

Correct Answer: C

QUESTION 2

During first responder procedure you should follow all laws while collecting the evidence, and contact a computer

forensic examiner as soon as possible
A. True
B. False

Correct Answer: A

QUESTION 3

Lance wants to place a honeypot on his network. Which of the following would be your recommendations?

A. Use a system that has a dynamic addressing on the network
B. Use a system that is not directly interacing with the router

C. Use it on a system in an external DMZ in front of the firewall
D. It doesn\\'t matter as all replies are faked

Correct Answer: D

QUESTION 4

In which registry does the system store the Microsoft security IDs?
A. HKEY_CLASSES_ROOT (HKCR)

B. HKEY_CURRENT_CONFIG (HKCC)

C. HKEY_CURRENT_USER (HKCU)
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D. HKEY_LOCAL_MACHINE (HKLM)

Correct Answer: D

QUESTION 5

Damaged portions of a disk on which no read/Write operation can be performed is known as

A. Lost sector

B. Bad sector

C. Empty sector
D. Unused sector

Correct Answer: B
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