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QUESTION 1

Amber, a black hat hacker, has embedded a malware into a small enticing advertisement and posted it on a popular ad-
network that displays across various websites. What is she doing? 

A. Click-jacking 

B. Compromising a legitimate site 

C. Spearphishing 

D. Malvertising 

Correct Answer: D 

 

QUESTION 2

Software firewalls work at which layer of the OSI model? 

A. Application 

B. Network 

C. Transport 

D. Data Link 

Correct Answer: D 

 

QUESTION 3

What feature of Decryption Collection allows an investigator to crack a password as quickly as possible? 

A. Cracks every password in 10 minutes 

B. Distribute processing over 16 or fewer computers 

C. Support for Encrypted File System 

D. Support for MD5 hash verification 

Correct Answer: B 

 

QUESTION 4

Gary, a computer technician, is facing allegations of abusing children online by befriending them and sending them illicit
adult images from his office computer. What type of investigation does this case require? 

A. Administrative Investigation 
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B. Criminal Investigation 

C. Both Criminal and Administrative Investigation 

D. Civil Investigation 

Correct Answer: B 

 

QUESTION 5

What is the name of the first reserved sector in File allocation table? 

A. Volume Boot Record 

B. Partition Boot Sector 

C. Master Boot Record 

D. BIOS Parameter Block 

Correct Answer: C 
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