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QUESTION 1

What is the name of the first reserved sector in File allocation table? 

A. Volume Boot Record 

B. Partition Boot Sector 

C. Master Boot Record 

D. BIOS Parameter Block 

Correct Answer: C 

 

QUESTION 2

You are a security analyst performing reconnaissance on a company you will be carrying out a penetration test for. You
conduct a search for IT jobs on Dice.com and find the following information for an open position: 7+ years experience in
Windows Server environment 5+ years experience in Exchange 2000/2003 environment Experience with Cisco Pix
Firewall, Linksys 1376 router, Oracle 11i and MYOB v3.4 Accounting software are required MCSA desired, MCSE, CEH
preferred No Unix/Linux Experience needed What is this information posted on the job website considered? 

A. Social engineering exploit 

B. Competitive exploit 

C. Information vulnerability 

D. Trade secret 

Correct Answer: C 

 

QUESTION 3

What does the 63.78.199.4(161) denotes in a Cisco router log? 

Mar 14 22:57:53.425 EST: %SEC-6-IPACCESSLOGP: list internet-inbound denied udp 66.56.16.77(1029) 

-> 63.78.199.4(161), 1 packet 

A. Destination IP address 

B. Source IP address 

C. Login IP address 

D. None of the above 

Correct Answer: A 
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QUESTION 4

When examining a hard disk without a write-blocker, you should not start windows because Windows will write data to
the: 

A. Recycle Bin 

B. MSDOS.sys 

C. BIOS 

D. Case files 

Correct Answer: A 

 

QUESTION 5

Sheila is a forensics trainee and is searching for hidden image files on a hard disk. She used a forensic investigation
tool to view the media in hexadecimal code for simplifying the search process. Which of the following hex codes should
she look for to identify image files? 

A. ff d8 ff 

B. 25 50 44 46 

C. d0 0f 11 e0 

D. 50 41 03 04 

Correct Answer: A 
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