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QUESTION 1

What feature of Decryption Collection allows an investigator to crack a password as quickly as possible? 

A. Cracks every password in 10 minutes 

B. Distribute processing over 16 or fewer computers 

C. Support for Encrypted File System 

D. Support for MD5 hash verification 

Correct Answer: B 

 

QUESTION 2

Preparing an image drive to copy files to is the first step in Linux forensics. For this purpose, what would the following
command accomplish? dcfldd if=/dev/zero of=/dev/hda bs=4096 conv=noerror, sync 

A. Fill the disk with zeros 

B. Low-level format 

C. Fill the disk with 4096 zeros 

D. Copy files from the master disk to the slave disk on the secondary IDE controller 

Correct Answer: A 

 

QUESTION 3

Which part of the Windows Registry contains the user\\'s password file? 

A. HKEY_LOCAL_MACHINE 

B. HKEY_CURRENT_CONFIGURATION 

C. HKEY_USER 

D. HKEY_CURRENT_USER 

Correct Answer: A 

 

QUESTION 4

What will the following command produce on a website login page? SELECT email, passwd, login_id, full_name FROM
members WHERE email = \\'someone@somehwere.com\\'; DROP TABLE members; --\\' 

A. Deletes the entire members table 
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B. Inserts the Error! Reference source not found.email address into the members table 

C. Retrieves the password for the first user in the members table 

D. This command will not produce anything since the syntax is incorrect 

Correct Answer: A 

 

QUESTION 5

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florid a. They have given her permission to perform social engineering attacks on the company to
see if their in- house training did any good. Julia calls the main number for the accounting firm and talks to the
receptionist. Julia says that she is an IT technician from the company\\'s main office in Iowa. She states that she needs
the receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, requested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for. What principal of social engineering did Julia use? 

A. Social Validation 

B. Scarcity 

C. Friendship/Liking 

D. Reciprocation 

Correct Answer: D 
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