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QUESTION 1

To which phase of the Computer Forensics Investigation Process does the Planning and Budgeting of a Forensics Lab
belong? 

A. Post-investigation Phase 

B. Reporting Phase 

C. Pre-investigation Phase 

D. Investigation Phase 

Correct Answer: C 

 

QUESTION 2

The following is a log file screenshot from a default installation of IIS 6.0. 

What time standard is used by IIS as seen in the screenshot? 

A. UTC 

B. GMT 
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C. TAI 

D. UT 

Correct Answer: A 

 

QUESTION 3

You just passed your ECSA exam and are about to start your first consulting job running security audits for a financial
institution in Los Angeles. The IT manager of the company you will be working for tries to see if you remember your
ECSA class. He asks about the methodology you will be using to test the company\\'s network. How would you
answer? 

A. Microsoft Methodology 

B. Google Methodology 

C. IBM Methodology 

D. LPT Methodology 

Correct Answer: D 

 

QUESTION 4

One technique for hiding information is to change the file extension from the correct one to the one that might not be
noticed by an investigator. For example, changing a .jpg extension to a .doc extension so that a picture file appears to
be a document. What can an investigator examine to verify that a file has the correct extension? 

A. The file header 

B. The File Allocation Table 

C. The file footer 

D. The sector map 

Correct Answer: A 

 

QUESTION 5

John is working on his company policies and guidelines. The section he is currently working on covers company
documents; how they should be handled, stored, and eventually destroyed. John is concerned about the process
whereby outdated documents are destroyed. What type of shredder should John write in the guidelines to be used when
destroying documents? 

A. Strip-cut shredder 

B. Cross-cut shredder 

C. Cross-hatch shredder 
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D. Cris-cross shredder 

Correct Answer: B 
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