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QUESTION 1

If the SIEM generates the following four alerts at the same time:

I. Firewall blocking traffic from getting into the network alerts

II. SQL injection attempt alerts

lll. Data deletion attempt alerts

V.

Brute-force attempt alerts

Which alert should be given least priority as per effective alert triaging?
A

Correct Answer: D

QUESTION 2

Sam, a security analyst with INFOSOL INC., while monitoring and analyzing IS logs, detected an event matching regex
Nw*(\%27)|(\W))((\%6F)|0](\%4F))((\%72)|r|(\%52))/ix. What does this event log indicate?

A. SQL Injection Attack

B. Parameter Tampering Attack
C. XSS Attack

D. Directory Traversal Attack
Correct Answer: A

Reference: https://community.broadcom.com/symantecenterprise/communities/community-home/librarydocuments/view
document?DocumentKey=001f5e09-88b4-4a9a-
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QUESTION 3

Ray is a SOC analyst in a company named Queens Tech. One Day, Queens Tech is affected by a DoS/DDoS attack.
For the containment of this incident, Ray and his team are trying to provide additional bandwidth to the network devices
and increasing the capacity of the servers.

What is Ray and his team doing?

A. Blocking the Attacks

B. Diverting the Traffic

C. Degrading the services

D. Absorbing the Attack

Correct Answer: D

QUESTION 4
Jony, a security analyst, while monitoring IS logs, identified events shown in the figure below.
_time ¢ Cs_uri_query
2018-11-26  Id*1" IF(UNICODE(SUBSTRING((SELECT MAX(ISNULL(CAST(Fhoneno AS NVARCHAR(4000)),CHAR(32))) FROM Hotels.dbo.Cu LIKE
22:17:00 CHAR(97)+ CHAR{100)+ CHAR(109)+ CHAR(105)+ CHAR(110)+ CHAR(64)+ CHAR(103)+ CHAR(109) + CHAR(97)+ CHAR(105)+ CHAR(108) +
WAITFOR DELAY '0:0:5'--
2018-11-26 Id*1’ IF(UNICODE(SUBSTRING{(SELECT MAX(ISNULL(CAST(Fhoneno AS NVARCHAR(4000)),CHAR(32))) FROM Hotels.dbo.Cu LIKE
22:17:00 CHAR(97)+ CHAR{100)+ CHAR(109)+ CHAR(105)+ CHAR(110)+ CHAR(64) + CHAR(103)+ CHAR(109) + CHAR(97)+ CHAR(105)+ CHAR(108) +
WAITFOR DELAY ‘0:0:5'--
2018-11-26 1d*1’ IF(UNICODE(SUBSTRING((SELECT MAX(ISNULL(CAST(Fhoneno AS NVARCHAR(4000)),CHAR(32))) FROM Hotels.dbo.Cu LIKE
22:17:00 CHAR(97) + CHAR(100) + CHAR(109) + CHAR(105) + CHAR(110)+ CHAR(64)+ CHAR(103)+ CHAR(109) + CHAR(97) + CHAR(105)+ CHAR(108) +
What does this event log indicate?
A. Parameter Tampering Attack
B. XSS Attack
C. Directory Traversal Attack

D. SQL Injection Attack

Correct Answer: A

QUESTION 5

An organization is implementing and deploying the SIEM with following capabilities.
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What kind of SIEM deployment architecture the organization is planning to implement?
A. Cloud, MSSP Managed

B. Self-hosted, Jointly Managed C. Self-hosted, Self-Managed

D. Self-hosted, MSSP Managed

Correct Answer: A
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