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QUESTION 1

Which of the following statements holds true in terms of virtual machines? 

A. Hardware-level virtualization takes place in VMs 

B. OS-level virtualization takes place in VMs 

C. All VMs share the host OS 

D. VMs are light weight than containers 

Correct Answer: A 

 

QUESTION 2

Which of the following is the primary international body for fostering cooperative standards for telecommunications
equipment and systems? 

A. ICANN 

B. IEEE 

C. NIST 

D. CCITT 

Correct Answer: D 

CCITT is the primary international body for fostering cooperative standards for telecommunications equipment and
systems. It is now known as the ITU-T (for Telecommunication Standardization Sector of the International
Telecommunications Union). The ITU-T mission is to ensure the efficient and timely production of standards covering all
fields of telecommunications on a worldwide basis, as well as defining tariff and accounting principles for international
telecommunication services. Answer option A is incorrect. Internet Corporation for Assigned Names and Numbers
(ICANN) is a non-profit organization that oversees the allocation of IP addresses, management of the DNS
infrastructure, protocol parameter assignment, and root server system management. Answer option B is incorrect. The
Institute of Electrical and Electronic Engineers (IEEE) is a society of technical professionals. It promotes the
development and application of electro-technology and allied sciences. IEEE develops communications and network
standards, among other activities. The organization publishes number of journals, has many local chapters, and
societies in specialized areas. Answer option C is incorrect. The National Institute of Standards and Technology (NIST),
known between 1901 and 1988 as the National Bureau of Standards (NBS), is a measurement standards laboratory
which is a non-regulatory agency of the United States Department of Commerce. The institute\\'s official mission is as
follows: To promote U.S. innovation and industrial competitiveness by advancing measurement science, standards, and
technology in ways that enhance economic security and improve quality of life. NIST had an operating budget for fiscal
year 2007 (October 1, 2006-September 30, 2007) of about $843.3 million. NIST\\'s 2009 budget was $992 million, but it
also received $610 million as part of the American Recovery and Reinvestment Act. NIST employs about 2,900
scientists, engineers, technicians, and support and administrative personnel. About 1,800 NIST associates (guest
researchers and engineers from American companies and foreign nations) complement the staff. In addition, NIST
partners with 1,400 manufacturing specialists and staff at nearly 350 affiliated centers around the country. 

 

QUESTION 3
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Which of the following representatives in the incident response process are included in the incident response team?
Each correct answer represents a complete solution. Choose all that apply. 

A. Information security representative 

B. Legal representative 

C. Technical representative 

D. Lead investigator 

E. Human resources 

F. Sales representative 

Correct Answer: ABCDE 

Incident response is a process that detects a problem, determines the cause of an issue, minimizes the damages,
resolves the problem, and documents each step of process for future reference. To perform all these roles, an incident
response team is needed. The incident response team includes the following representatives who are involved in the
incident response process: Lead investigator: The lead investigator is the manager of an incident response team. He is
always involved in the creation of an incident response plan. The duties of a lead investigator are as follows: Keep the
management updated. Ensure that the incident response moves smoothly and efficiently. Interview and interrogate the
suspects and witnesses. Information security representative: The information security representative is a member of the
incident response team who alerts the team about possible security safeguards that can impact their ability to respond
to an incident. Legal representative: The legal representative is a member of the incident response team who ensures
that the process follows all the laws during the response to an incident. Technical representative: Technical
representative is a representative of the incident response team. More than one technician can be deployed to an
incident. The duties of a technical representative are as follows: Perform forensic backups of the systems that are
involved in an incident. Provide more information about the configuration of the network or system. Human resources:
Human resources personnel ensure that the policies of the organization are enforced during the incident response
process. They suspend access to a suspect if it is needed. Human resources personnel are closely related with the
legal representatives and cover up the organization\\'s legal responsibility. 

 

QUESTION 4

Match the following NIST security life cycle components with their activities: 

A. 1-iv, 2- iii,3-v,4-i 

B. 1-ii,2-i,3-v,4-iv 

C. 1-i,2-v,3-iii,4-ii 

D. 1-iii,2-iv,3-v,4-i 
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Correct Answer: A 

 

QUESTION 5

Which of the following is a type of VPN that involves a single VPN gateway? 

A. Remote-access VPN 

B. Extranet-based VPN 

C. PPTP VPN 

D. Intranet-based VPN 

Correct Answer: B 
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