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QUESTION 1

Which of the following openssl commands generates a certificate signing request (CSR) using the already existing
private key contained in the file privatejkeypair.pem?

A. openssl req -key private/keypair.pem -out reg/csr.pem

B. openssl req - new -key private/keypair.pem -out reg/csr.pem

C. openssl gencsr -key private/keypair.pem -out req.csr.pem

D. openssl gencsr -new- key private/keypair.pem -out req.csr.pem

Correct Answer: B

QUESTION 2

Which of the following commands adds a new user usera to FreelPA?

A. useradd usera --directory ipa --gecos *User A"

B. idap- useradd --H Idaps:jjipa-server CN=UserA --attribs "Firstname: User: Lastname: A"
C. ipa-admin create user --account usera -_fname User --iname A

D. ipa user-add usera --first User --last A

E. ipa-user- add usera --name "User A"

Correct Answer: D

QUESTION 3

Which of the following practices are important for the security of private keys? (Choose TWO correct answers.)
A. Private keys should be created on the systems where they will be used and should never leave them.

B. Private keys should be uploaded to public key servers.

C. Private keys should be included in X509 certificates.

D. Private keys should have a sufficient length for the algorithm used for key generation.

E. Private keys should always be stored as plain text files without any encryption.

Correct Answer: CD

QUESTION 4
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Which of the following expressions are valid AIDE rules? (Choose TWO correct answers.)
A. livar/run/.*

B. append: /var/log/*

C. Jusr=all

D. #/bin/

E. /etc p+i+u+g

Correct Answer: AE

QUESTION 5

Which of the following commands changes the source IP address to 192.0.2.11 for all IPv4 packets which go through
the network interface etho?

A. iptables ~t nat -A POSTROUTING ~o0 etho -j SNAT -to-source 192.0.2.11

B. iptables ~t nat -A PREROUT1NG -\ etho -j SNAT -to-source 192.0.2.11

C. iptables -t nat -A POSTROUTING H etho -j DNAT -to-source 192.0.2.11

D. iptables -t mangle -A POSTROUTING -i etho -j SNAT -to-source 192.0.2.11
E. iptables -t mangle -A POSTROUTING -0 etho -j SNAT -to-source 192.0.2.11

Correct Answer: A
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