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QUESTION 1

Which command included in the Linux Audit system provides searching and filtering of the audit log? (Specify ONLY the
command without any path or parameters.) 

Correct Answer: ausearch 

 

QUESTION 2

Which of the following methods can be used to deactivate a rule in Snort? (Choose TWO correct answers.) 

A. By placing a # in front of the rule and restarting Snort. 

B. By placing a pass rule in local.rules and restarting Snort. 

C. By deleting the rule and waiting for Snort to reload its rules files automatically. 

D. By adding a pass rule to /etc/snort/rules.deactivated and waiting for Snort to reload its rules files automatically. 

Correct Answer: BC 

 

QUESTION 3

Which option of the openvpn command should be used to ensure that ephemeral keys are not written to the swap
space? 

A. --mlock 

B. --no-swap 

C. --root-swap 

D. --keys-no-swap 

Correct Answer: A 

 

QUESTION 4

Which of the following terms refer to existing scan techniques with nmap? (Choose TWO correct answers.) 

A. Xmas Scan 

B. Zero Scan 

C. FlN Scan 

D. lP Scan 

E. UDP SYN Scan 
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Correct Answer: AC 

 

QUESTION 5

Which of the following statements are true regarding the certificate? (Choose THREE correct answers.) 

A. This certificate belongs to a certification authority. 

B. This certificate may be used to sign certificates of subordinate certification authorities. 

C. This certificate may never be used to sign any other certificates. 

D. This certificate may be used to sign certificates that are not also a certification authority. 

E. This certificate will not be accepted by programs that do not understand the listed extension. 

Correct Answer: ABD 
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