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QUESTION 1

Which configuration is required when implementing Mobile and Remote Access on Cisco Expressway? 

A. IPS 

B. SAML authentication 

C. Cisco Unified CM publisher address 

D. SSO 

Correct Answer: C 

 

QUESTION 2

Cisco Expressways are being deployed for Mobile and Remote Access. The Expressway-E internal interface (LAN1) IP
is 192.168.100.10/24, and the external interface (LAN2) IP is 172.16.100.10/24. The Expressway-C IP is
192.168.20.10/24. The default gateway for each subnet is the rst useable address. How must the Expressway-E be
configured to allow proper routing to the internal and external networks? 

A. IPv4 gateway: 172.16.100.1, and a static route for the 192.168.100.0/24 subnet using LAN1 

B. IPv4 gateway: 192.168.100.1, and a static route for the 192.168.20.0/24 subnet using LAN1 

C. IPv4 gateway: 192.168.100.1, and a static route for the 172.16.100.0/24 subnet using LAN2 

D. IP v4 gateway: 172.16.100.1, and a static route for the 192.168.20.0/24 subnet using LAN1 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit. Logins and failing via mobile and remote access. How is this resolved? 
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A. Mobile and remote access login has not been enabled for the domain configured in the Expressway-C. The domain
must be edited to allow Cisco UCM registrations. 

B. SIP is disabled on the Expressway-E. The SIP protocol must be enabled on the server. 

C. No Cisco UCM servers are configured in the Expressway-C. Servers must be added for CallManager and IM and
Presence services. 

D. Although a traversal client zone exists, there is no Unified Communications traversal client zone. One must be
created. 

Correct Answer: D 

 

 

QUESTION 4

In a Mobile and Remote Access deployment, where must communications be encrypted with TLS? 

A. Cisco Expressway-E and endpoints outside the enterprise 

B. Cisco Expressway-C, Cisco Unified Communications Manager, and IMandP 

C. Cisco Expressway-C, Cisco Expressway-E, and Cisco Unified Communications Manager 

D. Cisco Expressway-C, Cisco Expressway-E, and endpoints outside the enterprise 

Correct Answer: D 
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QUESTION 5

A Webex administrator is configuring the Webex Control Hub to enable enterprise users to sign into Webex securely by
authenticating to the IdP of the organization. To conform to the SAML specification, to what can the NameID format be
set? 

A. urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified 

B. urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress 

C. urn:oasis:names:tc:SAML:2.0:nameid-format:transient 

D. urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress 

Correct Answer: A 
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