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QUESTION 1

Refer to the exhibit. 

Which two outbound connections should an administrator configure on the internal firewall? (Choose two.) 

A. XMPP: TCP 7400 

B. SIP: TCP 7001 

C. SIP TCP 5061 

D. Media: UDP 36012 to 59999 

E. HTTPS: TCP 8443 

Correct Answer: AB 

The internal firewall must allow the following outbound connections from the Expressway-C to the Expressway-E: SIP:
TCP 7001 Traversal media: UDP 2776 to 2777 (or 36000 to 36011 for large VM/appliance) XMPP: TCP 7400 HTTPS
(tunneled over SSH between C and E): TCP 2222 Source: Official Cert Guide 

Reference: https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-
Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment-Guide-X12-5.pdf 

 

QUESTION 2

What are two reasons why port 8443 is unreachable from the Internet to the Expressway- E? (Choose two.) 

A. The MRA license is missing on the Expressway-E. 

B. The Unified Communications zone is down. 

C. Transform is not configured on Expressway-E. 
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D. The SRV record for _cisco-uds is misconfigured. 

E. The firewall is blocking the port. 

Correct Answer: BE 

 

QUESTION 3

The Cisco Webex Hybrid Message service is deployed geographically for separate Cisco Unified IM and Presence
clusters. What must be configured in the Cisco Webex Control Hub to achieve this deployment? 

A. geo-locations 

B. distributed DNS 

C. verified domains 

D. resource groups 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/messageser
vice/cmgt_b_spark-hybrid-message-deployment-guide/cmgt_b_spark-hybrid-messagedeployment-
guide_chapter_00.html 

 

QUESTION 4

An administrator has been asked to configure Video Mesh signaling traffic to route through a proxy. 

Which is an available proxy type in the Video Mesh node configuration to support this deployment model? 

A. Transparent Explicit Proxy 

B. Transparent Inspecting Proxy 

C. Reverse Proxy 

D. Distorting Proxy 

Correct Answer: B 

 

QUESTION 5

What it is the purpose of using ICE for Mobile and Remote Access endpoints in the Cisco Collaboration infrastructure? 

A. ICE controls the bandwidth usage for Cisco Collaboration endpoints if the endpoints are located outside the company
network. 

B. ICE enables Cisco Collaboration endpoints to determine if there is direct connectivity between them. 

C. ICE uses FAST updates to optimize the video quality in case of packet loss. This technology is available only from
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Cisco Unified CM version 11.5 and later. 

D. ICE enablement allows for the Cisco Collaboration endpoint to register through Expressway servers to Cisco Unified
Communications Manager behind a firewall. 

Correct Answer: B 

The following ICE-capable endpoints can send media directly to each other when they are MRA-registered and ICE
passthrough is enabled https://www.cisco.com/c/en/us/td/docs/solutions/PA/ICE/icepa125.html 
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