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QUESTION 1

Which SAML component specifies the mapping of SAML assertion protocol message exchanges with standard
messaging formats or communication protocols such as SOAP exchanges?

A. SAML binding
B. SAML assertion
C. SAML profiles
D. SAML protocol
Correct Answer: A

Reference: https://en.wikipedia.org/wiki/Security Assertion_Markup_Language

QUESTION 2

Which description of an IdP server is true?

A. authenticates user credentials

B. provides user authorization

C. is an authentication request that is generated by a Cisco Unified Communications application

D. consists of pieces of security information that are transferred to the service provider for user authentication

Correct Answer: A

SSO uses Security Assertion Markup Language (SAML) to exchange authentication details between an Identity
Provider (IdP) and a service provider. The identity provider authenticates user credentials and issues SAML assertions,
which are pieces of security information transferred from the identity provider to the service provider for user
authentication. Each assertion is an XML document that contains trusted statements about a subject including, for
example, username and privileges. SAML assertions are usually digitally signed to ensure their authenticity.
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/crs/exp ress_11 6 2/fe

atures/guide/uccx_b_features-guide-1162/uccx_b_features-
guide1162_chapter_010.html#concept_ DACODDEE975FE5C9416479AB5D778237

QUESTION 3

Cisco Unity connection ports on cisco UCM are not registering. An engineer receives a packet capture of the link
between the two servers to troubleshoot. In which port will this problem be resolved?

A. TCP 1720
B. TCP 2000

C. TCP 5060
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D. TCP 2427

Correct Answer: B

QUESTION 4

A collaboration engineer Is troubleshooting an Issue with Jabber client logins on the Internal network. Users are
receiving a certificate error message that Jabber cannot accept the certificate from the server. Users of phone-only
mode Jabber clients do not have the same issue. Which two certificates must be regenerated in the initial steps of
resolving this issue? (Choose two.)

A. Cisco UCM tomcat certificate

B. Cisco IM and Presence cup-xmpp certificate

C. Cisco UCM CallManager certificate

D. Cisco IM and Presence cup certificate

E. Cisco IM and Presence tomcat certificate

Correct Answer:. AB

QUESTION 5

Which SAML 2.0 profile is supported by Cisco UCM, Cisco Unified IM and Presence, and Unity Connection version 10.x
and above?

A. single logout

B. web browser SSO

C. name identifier management
D. identity provider discovery

Correct Answer: B
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