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QUESTION 1

Refer to the exhibit.

import requests

headers = {
'Authorization': 'Bearer ' + investigate api_ key

}

domains=["cisco.com", "google.com", "xreddfr.df"]

investigate_url= "https://investigate.api.umbrella.com/domains/categorization/"
values = str(json.dumps(domains))
response = requests.post(investigate url, data=values, headers=headers)

What does the response from the API contain when this code is executed?
A. error message and status code of 403

B. newly created domains in Cisco Umbrella Investigate

C. updated domains in Cisco Umbrella Investigate

D. status and security details for the domains

Correct Answer: D

QUESTION 2

Refer to the exhibit.

quiz = [
{
"gquestion": "Which of these is an IEEE standard for port-based Network Access Control",
"choicea": ("a"™: "802.11x", "b": "8§02.1x", "c": "802.11la", "d": "802.11b"},
"answer": "b"

b,

Which expression prints the text "802.1x"?
A. print(quiz[O][\V'choices\\][\V'b\\'])
B. print(quiz[\\'choices\\][\Wb\\'])

C. print(quiz[O][\V'choices\W][\Vb\W][\\W'802.1x\\'])
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D. print(quiz[0][\V'question\\'][\\'choices\V][\W'b\\'])

Correct Answer: A

QUESTION 3

A developer has just completed the configuration of an API that connects sensitive internal systems. Based on company
policies, the security of the data is a high priority.

Which approach must be taken to secure API keys and passwords?
A. Embed them directly in the code.

B. Store them in a hidden file.

C. Store them inside the source tree of the application.

D. Change them periodically.

Correct Answer: D

QUESTION 4

Refer to the exhibit.

import reguests

URL = 'https://sma.cisco.com:6080/sma/api/v2.0/quarantine/messages/details?quarantineType=spam&édevice_ type=ssa'
HEADERS = {'"Ruthorization': 'Basic YZhlcGFLYWJSQSie'}

response = requests.get (URL, headers=HEADERS)

A security engineer attempts to query the Cisco Security Management appliance to retrieve details of a specific
message. What must be added to the script to achieve the desired result?

A. Add message ID information to the URL string as a URI.

B. Run the script and parse through the returned data to find the desired message.
C. Add message ID information to the URL string as a parameter.

D. Add message ID information to the headers.

Correct Answer: C
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QUESTION 5

Which two event types can the eStreamer server transmit to the requesting client from a managed device and a
management center? (Choose two.)

A. user activity events

B. intrusion events

C. file events

D. intrusion event extra data
E. malware events

Correct Answer: BD
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