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QUESTION 1

Which query parameter is required when using the reporting API of Cisco Security Management Appliances?
A. device_type

B. query_type

C. filtervValue

D. startDate + endDate

Correct Answer: D

QUESTION 2

What are two advantages of Python virtual environments? (Choose two.)

A. Virtual environments can move compiled modules between different platforms.

B. Virtual environments permit non-administrative users to install packages.

C. The application code is run in an environment that is destroyed upon exit.

D. Virtual environments allow for stateful high availability.

E. Virtual environments prevent packaging conflicts between multiple Python projects.

Correct Answer: CE

QUESTION 3

Which API is used to query if the domain "example.com" has been flagged as malicious by the Cisco Security Labs
team?

A. https://s-platform.api.opendns.com/1.0/events?example.com

B. https://investigate.api.umbrella.com/domains/categorization/example.com
C. https://investigate.api.umbrella.com/domains/volume/example.com

D. https://s-platform.api.opendns.com/1.0/domains?example.com

Correct Answer: B

QUESTION 4

Which two methods are API security best practices? (Choose two.)
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A. Use tokens after the identity of a client has been established.
B. Use the same operating system throughout the infrastructure.
C. Use encryption and signatures to secure data.

D. Use basic auth credentials over all internal API interactions.
E. Use cloud hosting services to manage security configuration.

Correct Answer: AC

QUESTION 5

DRAG DROP

Drag and drop the code to complete the curl query to the Umbrella Reporting API that provides a detailed report of

blocked security activity events from the organization with an organizationld of "12345678" for the last 24 hours. Not all

options are used.

Select and Place:

https://reports.api.umbrella.com/vl/

curl --include --header "Authorization: Basic %baseédstringi3"

/

12345678

security-activity

security-activity-events

organizations

organizationId

security-events

Correct Answer:

curl --include --header "Authorization: Basic %base6t4string%"
https://reports.api.umbrella.com/vl/ organizations
organizationId / security-activity

12345678

security-activity-events

security-events
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Reference: https://docs.umbrella.com/umbrella-api/docs/security-activity-report
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