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QUESTION 1

Refer to the exhibit.

{
"version": "vl1.2.0",
"metadata™: {
"linksa": {
Il'selfl'l:
Fe
"results": {
"totcal™: 33,
"current item count": 33,
"index": 0O,
"items per page": 500
}
o
"data": [
{
"connector guid": "0e37a552-2cdd-4178-b2%e-1bel55984730",
"hostname": "Demo_AMP",
"active": true.
"links": {
"computer": "0e37ab52-2cdd-4178-b2%e-1beli598d730",

"group": "ec3c2005-4cT74-4ba7-8dbb-c4d5bebafe03"
}

"trajectory": "0e37ab552-2cdd-4178-b2%e-1belb5598d730/trajectory”,

Which URL returned the data?

A. https://api.amp.cisco.com/vl/computers
B. https://api.amp.cisco.com/vO/computers
C. https://amp.cisco.com/api/vO/computers
D. https://amp.cisco.com/api/vl/computers

Correct Answer: A

QUESTION 2

DRAG DROP
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# Threat Grid URL used for collecting samples

tg uxrl — / '
# Parameters for Threat Grid API query
tg parameters = {'api key': [ 1.
'advanced': "true',
'state’':'succ',
L] ql . L T}

# Query Threat Grid for samples
request = (tg url, params=tg parameters)

Refer to the exhibit.

Drag and drop the elements from the left onto the script on the right that queries Cisco ThreatGRID for indications of
compromise.

Select and Place:

YOUR_API CLIENT ID hostname
requests.get uri API request
api/v2/search/submissions API key
https://panacea.threatgrid.com query parameters
analysis.threat score:>=935 requests command

Correct Answer:
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https://panacea.threatgrid.com

‘ api/v2/search/submissions

YOUR_API CLIENT ID

analysis.threat score:>=935

‘ requests.get

Reference: https://community.cisco.com/t5/endpoint-security/amp-threat-grid-api/m-p/3538319

QUESTION 3
DRAG DROP

A Python script is being developed to return the top 10 identities in an organization that have made a DNS request to
"www.cisco.com".

Drag and drop the code to complete the Cisco Umbrella Reporting APl query to return the top identities. Not all options
are used.

Select and Place:

import regquests

URL = 'https://reports.api.umbrella.com/vl/organizations/fed93659/

/ / !

HEADERS = {['Ruthorization': 'Basic aGVsh2BoYXIVi¥nd5YXNk'}

response = regquests.get (URL, headers=HEADEES)

security—activity destinations activity

WWW . Clsco.com identities topIdentities

Correct Answer:
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import regquests

URL = 'https://reports.api.umbrella.com/vl/organizations/fed93659/

destinations / WWW.cisco.com / activity

HEADERS = {'Authorization': 'Basic aGVsbZ29o0YIVi¥YndS5YXNk'}

response = regquests.get (URL, headers=HEADEERS)

security—-activity

identities topldentities

Reference: https://docs.umbrella.com/umbrella-api/docs/reporting-destinations-most-recent-requests

QUESTION 4

In Cisco AMP for Endpoints, which API queues to find the list of endpoints in the group "Finance Hosts," which has a
GUID of 6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03?

A. https://api.amp.cisco.com/v1l/endpoints?group[]=6c3c2005-4c74-4ba7-8dbb-c4d5b6bafe03

B. https://api.amp.cisco.com/v1l/computers?group_guid[]=6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03
C. https://api.amp.cisco.com/v1l/computers?group_guid-6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03
D. https://api.amp.cisco.com/v1/endpoints?group-6¢c3c2005-4c74-4ba7-8dbb-c4d5b6bafe03

Correct Answer: B

QUESTION 5

What is the purpose of the snapshot APIs exposed by Cisco Stealthwatch Cloud?
A. Report on flow data during a customizable time period.

B. Operate and return alerts discovered from infrastructure observations.

C. Return current configuration data of Cisco Stealthwatch Cloud infrastructure.
D. Create snapshots of supported Cisco Stealthwatch Cloud infrastructure.

Correct Answer: B
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