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QUESTION 1

Which technology works with IPsec stateful failover?
A. GLBR

B. HSRP

C. GRE

D. VRRP

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_2/12_2y/12 2yx11/feature/guide/ft_vpnha.html#wp1122512

QUESTION 2

In a FlexVPN deployment, the spokes successfully connect to the hub, but spoke-to-spoke tunnels do not form. Which
troubleshooting step solves the issue?

A. Verify the spoke configuration to check if the NHRP redirect is enabled.

B. Verify that the spoke receives redirect messages and sends resolution requests.
C. Verify the hub configuration to check if the NHRP shortcut is enabled.

D. Verify that the tunnel interface is contained within a VRF.

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-
dmvpn-15-mt-book/sec-conn-dmvpn-summ-maps.pdf

QUESTION 3

Which benefit of FlexVPN is a limitation of DMVPN using IKEv1?
A. GRE encapsulation allows for forwarding of non-IP traffic.

B. IKE implementation can install routes in routing table.

C. NHRP authentication provides enhanced security.

D. Dynamic routing protocols can be configured.

Correct Answer: B

QUESTION 4
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Which statement about GETVPN is true?

A. The configuration that defines which traffic to encrypt originates from the key server.

B. TEK rekeys can be load-balanced between two key servers operating in COOP.

C. The pseudotime that is used for replay checking is synchronized via NTP.

D. Group members must acknowledge all KEK and TEK rekeys, regardless of configuration.

Correct Answer: A

QUESTION 5

Which command automatically initiates a smart tunnel when a user logs in to the WebVPN portal page?
A. auto-upgrade

B. auto-connect

C. auto-start

D. auto-run

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/vpn/asa_91 vpn_config/webvpn-
configure-policy-group.html
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