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QUESTION 1

An administrator is designing a VPN with a partner\\'s non-Cisco VPN solution. The partner\\'s VPN device will negotiate
an IKEv2 tunnel that will only encrypt subnets 192.168.0.0/24 going to 10.0.0.0/24. Which technology must be used to
meet these requirements?

A.VTI

B. crypto map

C. GETVPN

D. DMVPN

Correct Answer: B

QUESTION 2

An engineer must configure remote desktop connectivity for offsite admins via clientless SSL VPN, configured on a
Cisco ASA to Windows Vista workstations. Which two configurations provide the requested access? (Choose two.)

A. Telnet bookmark via the Telnet plugin
B. RDP2 bookmark via the RDP2 plugin
C. VNC bookmark via the VNC plugin
D. Citrix bookmark via the ICA plugin
E. SSH bookmark via the SSH plugin

Correct Answer: BC

QUESTION 3

Which parameter must match on all routers in a DMVPN Phase 3 cloud?
A. GRE tunnel key

B. NHRP network ID

C. tunnel VRF

D. EIGRP split-horizon setting

Correct Answer: B

QUESTION 4
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When deploying a site-to-site VPN, what must be used to minimize IP fragmentation?
A. IKE version 1
B. ISAKMP over UDP 500
C. Dead Peer Detection

D. Path MTU Discovery

Correct Answer: D

QUESTION 5

Refer to the exhibit.

crypto i=akmp pelicy 10
encr aes 256

hash shaz25é6
authentication pre-share
group 14

crypto isalmp key cisco address 0.0.0.0

cryptoc ipsec transform-set TS esp-aes 256 esp-sha2Sé-hmac
mode transport

crypto ipsec profile CCNP
set transform-set I35

interface Tunnell

ip address 10.0.0.1 255.255.255.0
tunnel source GigabitEthernetl
tunnel mode ipsec ipv4

tunnel destinaction 172.18.10.:2
tunnel protection ipsec profile CCNP

Which VPN technology is used in the exhibit?
A. DVTI

B. VTI

C. DMVPN

D. GRE

Correct Answer: D
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Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/zZ-
Archive/lPsec_Virtual_Tunnel_Interface.htmli#GUID-EB8C433B-2394-42B9-997F-B40803E58A91
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