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QUESTION 1

Refer to the exhibit.

aaa authentication login default local
aaa authorization network Flex AAA local

crypto ikevZ authorization policy Flex Auth
route set remote ipv4 10.0.0.0 255.255.255.0

crypto ikevZ proposal Crypto Proposal
encryption aes-cbhc-256

integrity sha256

group 14

crypto ikevZ policy Crypto_Policy
proposal Crypto Proposal

crypto ikev2 keyring FlexKey
peer any
address 0.0.0.0 0.0.0.0

pre-shared-key cisco
1

crypto ikevZ profile IKEvZ Profile

match identity remote address 192.168.0.12 255.255.255.255
authentication local pre-share

authentication remote pre-share

keyring local FlexKey

aaa authorization group cert list Flex AAA Flex Auth

crypto ipsec transform-set TS esp-aes 256 esp-shaZb6-hmac
mode tunnel

crypto ipsec profile FlexVPN Ipsec
set transform-set TS
set ikevZ-profile IKEvZ Profile

interface Tunnell

ip address negotiated

tunnel source GigabitEthernetl

tunnel mode ipsec ipv4éd

tunnel destination 192.168.0.12

tunnel protection ipsec profile FlexVPN Ipsec
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The VPN tunnel between the FlexVPN spoke and FlexVPN hub 192.168.0.12 is failing. What should be done to correct
this issue?

A. Add the address 192.168.0.12 255.255.255.255 command to the keyring configuration.

B. Add the match fvrf any command to the IKEv2 policy.

C. Add the aaa authorization group psk list Flex_AAA Flex_Auth command to the IKEv2 profile configuration.
D. Add the tunnel mode gre ip command to the tunnel configuration.

Correct Answer: C

QUESTION 2

Which two components are required in a Cisco I0S GETVPN key server configuration? (Choose two.)
A. RSA key

B. IKE policy

C. SSL cipher

D. GRE tunnel

E. L2TP protocol

Correct Answer:. AB

QUESTION 3

Where is split tunneling defined for IKEv2 remote access clients on a Cisco router?

A. IKEv2 authorization policy

B. Group Policy

C. virtual template

D. webvpn context

Correct Answer: A

VPN-ROUTER(config)# ip access-list extended SPLIT_TUNNEL_ACL VPN-ROUTER(config-std-nacl)# permit

172.20.1.0 0.0.0.255 VPN-ROUTER(config-std-nacl)# VPN-ROUTER(config-std-nacl)# crypto ikev2 authorization policy
EMPLOYEES VPN-ROUTER(config-ikev2-author-policy)# route set access-list SPLIT_TUNNEL_ACL

QUESTION 4
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Where must an engineer configure a preshared key for a site-to-site VPN tunnel configured on a Cisco ASA?
A. isakmp policy

B. group policy

C. crypto map

D. tunnel group

Correct Answer: D

QUESTION 5

Which two types of web resources or protocols are enabled by default on the Cisco ASA Clientless SSL VPN portal?
(Choose two.)

A.HTTP

B. ICA (Citrix)
C.VNC

D. RDP

E. CIFS

Correct Answer: AE

"NOTE You will not see an option of RDP, VNC, SSH, and/or Telnet unless the appropriate client/server plug-in has
been installed first. " Leaves only HTTP and CIFS as your options.
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