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QUESTION 1

Which response code in the access logs indicates that a transaction was blocked due to policy? 

A. TCP_DENIED/407 

B. TCP_DENIED/401 

C. TCP_DENIED/403 

D. TCP_DENIED/307 

Correct Answer: A 

Reference: https://docuri.com/download/instructions_59a8d562f581719e12ad43fe_pdf 

 

QUESTION 2

Which certificate format does a Cisco WSA need when HTTPS proxy is configured? 

A. DER 

B. CER 

C. PEM 

D. CRL 

Correct Answer: C 

Reference: https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https-proxy-on-
the/ta-p/3148673 

 

QUESTION 3

Which type of certificate must be installed on a Cisco WSA for HTTPS inspection? 

A. server 

B. client 

C. root 

D. wildcard 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html 
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QUESTION 4

What is needed to enable an HTTPS proxy? 

A. self-signed server certificate 

B. trusted third-party CA signed root certificate 

C. self-signed CSR 

D. self-signed root certificate 

Correct Answer: C 

Reference: https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392 

 

QUESTION 5

Which statement about configuring an identification profile for machine authentication is true? 

A. Cloud Web Security Connector mode with an active directory enabled supports machine authentication 

B. Identification profile machine ID is supported locally, but the Cisco WSA does not support machine ID authentication 

C. Cloud Web Security with Kerberos enabled supports machine authentication 

D. If an Active Directory realm is used, identification can be performed for an authenticated user or IP address but not
for a machine ID 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_01001.html 
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