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QUESTION 1

What is the function of a PAC file on a Cisco WSA?

A. The file allows redirection of web traffic to a specific proxy server

B. The file is mandatory for a transparent proxy to redirect user traffic

C. The file provides instructions about which URL categories are permitted
D. The file is mandatory for an explicit proxy to forward user traffic

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/116052-config-webauth-
proxy-00.html

QUESTION 2

What must be configured first when creating an access policy that matches the Active Directory group?
A. authentication, authorization, and accounting of groups

B. FQDN specification

C. authentication realm

D. authorized groups specification

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118005-configure-ntim-00.html

QUESTION 3

Which statement about configuring an identification profile for machine authentication is true?

A. Cloud Web Security Connector mode with an active directory enabled supports machine authentication

B. Identification profile machine ID is supported locally, but the Cisco WSA does not support machine ID authentication
C. Cloud Web Security with Kerberos enabled supports machine authentication

D. If an Active Directory realm is used, identification can be performed for an authenticated user or IP address but not
for a machine ID

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_01001.html
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QUESTION 4
DRAG DROP

Drag and drop the properties from the left onto the correct advanced web proxy setting descriptions on the right.

Select and Place:

Answer Area

maximum time (in seconds) that the web proxy keeps
In-Use Connection Timeout open a connection to a client or server after a transaction
has been completed and no further activity is detectad

maximum time (in seconds) that the web proxy waits for
Simultaneous Persistent Connections more data from an idle client or server when the current
transaction has not vet been completed

maximiun number of TCP sockets that the web proxy

Use Received Headers keeps open with servers
Persistent Connection Timeout aLIL-.:n».w.:S an upstream web proxy to identify clients by IP

Correct Answer:

Answer Area

Persistent Connection Timeount

In-Use Connection Timeout

Simultaneous Persistent Connections

Use Received Headers

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_0100.html

QUESTION 5
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What is the purpose of using AMP file analysis on a Cisco WSA to continuously evaluate emerging threats?
A. to take appropriate action on new files that enter the network

B. to remove files from quarantine by stopping their retention period

C. to notify you of files that are determined to be threats after they have entered your network

D. to send all files downloaded through the Cisco WSA to the AMP cloud

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA UserGuide 11 5 1/b WS
A UserGuide_11 5 1 chapter_01110.html
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