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QUESTION 1

Refer to the exhibit. 
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Which configuration allows the Cisco ESA to scan for executables inside the zip and apply the action as per the content
filter? 

A. Modify the content filter to look for .exe filename instead of executable filetype. 

B. Configure the recursion depth to a higher value. 

C. Configure the maximum attachment size to a higher value. 

D. Modify the content filter to look for attachment filetype of compressed. 

Correct Answer: C 

 

QUESTION 2

A Cisco ESA administrator has several mail policies configured. While testing policy match using a specific sender, the
email was not matching the expected policy. 

What is the reason of this? 

A. The "From" header is checked against all policies in a top-down fashion. 

B. The message header with the highest priority is checked against each policy in a top-down fashion. 

C. The "To" header is checked against all policies in a top-down fashion. 

D. The message header with the highest priority is checked against the Default policy in a top-down fashion. 

Correct Answer: D 

 

QUESTION 3

A Cisco ESA administrator recently enabled the Outbreak Filters Global Service Setting to detect Viral as well as Non-
Viral threat detection, with no detection of Non-Viral threats after 24 hours of monitoring Outbreak Filters. What is the
reason that Non-Viral threat detection is not detecting any positive verdicts? 

A. The Outbreak Filters option Graymail Header must be enabled. 

B. The Outbreak Filters option URL Rewriting must be enabled. 

C. Non-Viral threat detection requires AntiSpam or Intelligent Multi-Scan enablement to properly function. 

D. Non-Viral threat detection requires AntiVirus or AMP enablement to properly function. 

Correct Answer: C 

 

QUESTION 4

Which two components form the graymail management solution in Cisco ESA? (Choose two.) 

A. cloud-based unsubscribe service 
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B. uniform unsubscription management interface for end users 

C. secure subscribe option for end users 

D. integrated graymail scanning engine 

E. improved mail efficacy 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01101.pdf (p.2) 

 

QUESTION 5

When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.) 

A. redirect 

B. return 

C. drop 

D. delay 

E. abandon 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01110.html 
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