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QUESTION 1

An organization wants to designate help desk personnel to assist with tickets that request the release of messages from
the spam quarantine because company policy does not permit end-user quarantine access to employees directly. Which
two roles must be used for these personnel to release messages while restricting access to make configuration changes
in the Cisco ESA? (Choose two.) 

A. Administrator 

B. Read-Only Operator 

C. Technician 

D. Quarantine Administrator 

E. Help Desk User 

Correct Answer: DE 

 

QUESTION 2

A remote financial institution is implementing email encryption. It is required that all inbound emails use SMTP over TLS.
What must be done to accomplish this? 

A. Disable TLS certificates. 

B. Utilize Cisco Registered Envelope Service. 

C. Leverage Cisco Talos Threat Intelligence Group. 

D. Enable Application Inspection and Control for SMTP. 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit. 

An engineer needs to change the existing Forged Email Detection message filter so that it references a newly created
dictionary named `Executives\\'. What should be done to accomplish this task? 

A. Change "from" to "Executives". 

B. Change "TEST" to "Executives". 

C. Change "fed" to "Executives". 

D. Change "support" to "Executives". 
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Correct Answer: D 

 

QUESTION 4

A Cisco ESA administrator must provide outbound email authenticity and configures a DKIM signing profile to handle
this task. What is the next step to allow this organization to use DKIM for their outbound email? 

A. Configure the Trusted Sender Group message authenticity policy. 

B. Export the DNS TXT record to provide to the DNS registrar. 

C. Import the DNS record of the service provider into the Cisco ESA. 

D. Enable the DKIM service checker. 

Correct Answer: C 

 

QUESTION 5

A list of company executives is routinely being spoofed, which puts the company at risk of malicious email attacks. An
administrator must ensure that executive messages are originating from legitimate sending addresses. Which two steps
must be taken to accomplish this task? (Choose two.) 

A. Create an incoming content filter with SPF detection. 

B. Create a content dictionary including a list of the names that are being spoofed. 

C. Enable the Forged Email Detection feature under Security Settings. 

D. Enable DMARC feature under Mail Policies. 

E. Create an incoming content filter with the Forged Email Detection condition. 

Correct Answer: AD 
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