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QUESTION 1

An engineer is configuring a Cisco ESA for the first time and needs to ensure that any email traffic coming from the
internal SMTP servers is relayed out through the Cisco ESA and is tied to the Outgoing Mail Policies. Which Mail Flow
Policy setting should be modified to accomplish this goal?

A. Exception List

B. Connection Behavior

C. Bounce Detection Signing

D. Reverse Connection Verification

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118136-qanda-esa-00.html

QUESTION 2

Email encryption is configured on a Cisco ESA that uses CRES.
Which action is taken on a message when CRES is unavailable?
A. Itis requeued.

B. Itis sent in clear text.

C. Itis dropped and an error message is sent to the sender.

D. Itis encrypted by a Cisco encryption appliance.

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117863-configure-
esa-00.html

QUESTION 3

A list of company executives is routinely being spoofed, which puts the company at risk of malicious email attacks. An
administrator must ensure that executive messages are originating from legitimate sending addresses. Which two steps
must be taken to accomplish this task? (Choose two.)

A. Create an incoming content filter with SPF detection.

B. Create a content dictionary including a list of the names that are being spoofed.

C. Enable the Forged Email Detection feature under Security Settings.

D. Enable DMARC feature under Mail Policies.
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E. Create an incoming content filter with the Forged Email Detection condition.

Correct Answer: AD

QUESTION 4

Which two Cisco ESA features are used to control email delivery based on the sender? (Choose two.)
A. incoming mail policies

B. spam quarantine

C. outbreak filter

D. safelists

E. blocklists

Correct Answer: DE

QUESTION 5

An administrator manipulated the subnet mask but was still unable to access the user interface. How must the
administrator access the appliance to perform the initial configuration?

A. Use the data 2 port.

B. Use the serial or console port.
C. Use the data 1 port.

D. Use the management port.

Correct Answer: B
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