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QUESTION 1

What is a benefit of enabling external SPAM quarantine on Cisco SMA? 

A. It provides access to the SPAM quarantine interface on which a user can release, duplicate, or delete. 

B. It provides the ability to scan messages by using two engines to increase a catch rate. 

C. It provides the ability to consolidate SPAM quarantine data from multiple Cisco ESAs to one central console. 

D. It provides the ability to back up SPAM quarantine from multiple Cisco ESAs to one central console. 

Correct Answer: C 

 

QUESTION 2

What are two phases of the Cisco ESA email pipeline? (Choose two.) 

A. reject 

B. workqueue 

C. action 

D. delivery 

E. quarantine 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-1/user_guide/b_ESA_Admin_Guide_12_1/b_ESA
_Admin_Guide_12_1_chapter_011.pdf (p.1) 

 

QUESTION 3

An organization has a strict policy on URLs embedded in emails. The policy allows visibility into what the URL is but
does not allow the user to click it. Which action must be taken to meet the requirements of the security policy? 

A. Defang the URL. 

B. Enable the URL quarantine policy. 

C. Replace the URL with text. 

D. Redirect the URL to the Cisco security proxy. 

Correct Answer: D 

 

QUESTION 4
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Which two steps configure Forged Email Detection? (Choose two.) 

A. Configure a content dictionary with executive email addresses. 

B. Configure a filter to use the Forged Email Detection rule and dictionary. 

C. Configure a filter to check the Header From value against the Forged Email Detection dictionary. 

D. Enable Forged Email Detection on the Security Services page. 

E. Configure a content dictionary with friendly names. 

Correct Answer: AB 

Reference: https://explore.cisco.com/esa-feature-enablement/user-guide-for-async-11 

 

QUESTION 5

A trusted partner of an organization recently experienced a new campaign that was leveraging JavaScript attachments
to trick users into executing malware. As a result, they created a local policy to deny messages with JavaScript
attachments. Which action should the administrator of the organization take to ensure encrypted communications are
delivered to the intended partner recipient? 

A. Insert the X-PostX-Use-Script\\' header with a value of false to the encrypted messages 

B. Select JavaScript-free\\' option within the Cisco Secure Email Encryption Service Add-in 

C. Create an outgoing content filter and add the Encrypt and Deliver Nov/ action with Use-Script option deselected 

D. Create a new encryption profile and deselect the \\'Use-Script\\' envelope settings option 

Correct Answer: D 
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