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QUESTION 1

When configuring Active Directory groups, what does the Cisco ISE use to resolve ambiguous group names? 

A. MIB 

B. TGT 

C. OMAB 

D. SID 

Correct Answer: D 

 

QUESTION 2

An engineer wants to preselect AD groups to be used in the access policy after integrating Cisco ISE with an active
directory. Which configuration steps must the engineer take to assign groups to the AD on the identity management
page? 

A. external identity sources > active directory > groups 

B. user identity groups > groups 

C. external identity sources > groups > active directory 

D. groups > user identity groups 

Correct Answer: A 

 

 

QUESTION 3

An administrator is migrating device administration access to Cisco ISE from the legacy TACACS+ solution that used
only privilege 1 and 15 access levels. The organization requires more granular controls of the privileges and wants to
customize access levels 2-5 to correspond with different roles and access needs. Besides defining a new shell profile in
Cisco ISE. 

What must be done to accomplish this configuration? 

A. Enable the privilege levels in Cisco ISE 

B. Enable the privilege levels in the IOS devices. 

C. Define the command privileges for levels 2-5 in the IOS devices 

D. Define the command privileges for levels 2-5 in Cisco ISE 

Correct Answer: B 
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https://learningnetwork.cisco.com/s/blogs/a0D3i000002eeWTEAY/cisco-ios-privilege-levels 

 

QUESTION 4

A policy is being created in order to provide device administration access to the switches on a network. There is a
requirement to ensure that if the session is not actively being used, after 10 minutes, it will be disconnected. 

Which task must be configured in order to meet this requirement? 

A. session timeout 

B. idle time 

C. monitor 

D. set attribute as 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_admin_accesspolicy_se
ttings.html#reference_0E24B8FB FAB248219E1194435670347F 

 

QUESTION 5

Due to a recent network incident, all access to network devices must be centrally logged and tracked in Cisco ISE. On
which nodes must the Device Admin service be enabled? 

A. one PAN 

B. each PSN 

C. each PAN 

D. one PSN 

Correct Answer: B 
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