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QUESTION 1

An engineer is configuring 802.1X and is testing out their policy sets. After authentication, some endpoints are given an
access-reject message but are still allowed onto the network. What is causing this issue to occur? 

A. The switch port is configured with authentication event server dead action authorize vlan. 

B. The authorization results for the endpoints include a dACL allowing access. 

C. The authorization results for the endpoints include the Trusted security group tag. 

D. The switch port is configured with authentication open. 

Correct Answer: D 

 

QUESTION 2

An engineer is configuring ISE for network device administration and has devices that support both protocols. 

What are two benefits of choosing TACACS+ over RADUs for these devices? (Choose two.) 

A. TACACS+ is FIPS compliant while RADIUS is not 

B. TACACS+ is designed for network access control while RADIUS is designed for role-based access. 

C. TACACS+ uses secure EAP-TLS while RADIUS does not. 

D. TACACS+ provides the ability to authorize specific commands while RADIUS does not 

E. TACACS+ encrypts the entire payload being sent while RADIUS only encrypts the password. 

Correct Answer: DE 

 

QUESTION 3

A customer wants to set up the Sponsor portal and delegate the authentication flow to a third party for added security
while using Kerberos Which database should be used to accomplish this goal? 

A. RSA Token Server 

B. Active Directory 

C. Local Database 

D. LDAP 

Correct Answer: B 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b_ise_admin_guide_26/b_ise_admin_guide_26_ch
apter_01111.html#concept_srz_ bkb_4db 
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QUESTION 4

A company manager is hosting a conference. Conference participants must connect to an open guest SSID and only
use a preassigned code that they enter into the guest portal prior to gaining access to the network. How should the
manager configure Cisco ISE to accomplish this goal? 

A. Create entries in the guest identity group for all participants. 

B. Create an access code to be entered in the AUP page. 

C. Create logins for each participant to give them sponsored access. 

D. Create a registration code to be entered on the portal splash page. 

Correct Answer: B 

 

QUESTION 5

Which two values are compared by the binary comparison function in authentication that is based on Active Directory?
(Choose 2) 

A. subject alternative name and the common name 

B. MS-CHAFV2 provided machine credentials and credentials stored in Active Directory 

C. user-presented password hash and a hash stored in Active Directory 

D. user-presented certificate and a certificate stored in Active Directory 

Correct Answer: AB 

Basic certificate checking does not require an identity source. If you want binary comparison checking for the
certificates, you must select an identity source. If you select Active Directory as an identity source, subject and common
name and subject alternative name (all values) can be used to look up a user.
https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/
b_ise_admin_guide_sample_chapter_01110.html 
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