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QUESTION 1

A security engineer must create an Antivirus remediation policy within Cisco ISE. Which two options can the engineer
select in the new Antivirus remediation policy? (Choose two.) 

A. program installation path 

B. Antivirus vendor name 

C. uniform resource locator 

D. file to upload 

E. operating system 

Correct Answer: BE 

https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_pos_pol.html#wp1655749 

 

QUESTION 2

An administrator adds a new network device to the Cisco ISE configuration to authenticate endpoints to the network.
The RADIUS test fails after the administrator configures all of the settings in Cisco ISE and adds the proper
configurations to the switch. 

What is the issue? 

A. The endpoint profile is showing as \\'\\'unknown" 

B. The endpoint does not have the appropriate credentials for network access 

C. The certificate on the switch is self-signed, not a CA-provided certificate 

D. The shared secret is incorrect on the switch or on Cisco ISE 

Correct Answer: B 

 

 

QUESTION 3

A network security administrator needs a web authentication configuration when a guest user connects to the network
with a wireless connection using these steps: 

1. 

An initial MAB request is sent to the Cisco ISE node. 

2. 

Cisco ISE responds with a URL redirection authorization profile if the user\\'s MAC address is unknown in the endpoint
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identity store. 

3. 

The URL redirection presents the user with an AUP acceptance page when the user attempts to go to any URL. Which
authentication must the administrator configure on Cisco ISE? 

A. wired NAD with local WebAuth 

B. WLC with local WebAuth 

C. NAD with central WebAuth 

D. device registration WebAuth 

Correct Answer: C 

 

 

QUESTION 4

Which supplicant(s) and server(s) are capable of supporting EAR-CHAINING? 

A. Cisco AnyConnect NAM and Cisco Identity Service Engine 

B. Cisco AnyConnect NAM and Cisco Access Control Server 

C. Cisco Secure Services Client and Cisco Access Control Server 

D. Windows Native Supplicant and Cisco Identity Service Engine 

Correct Answer: A 

 

QUESTION 5

Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on
AireOS controller? 

A. DHCP server 

B. static IP tunneling 

C. override Interface ACL 

D. AAA override 

Correct Answer: D 
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