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QUESTION 1

Refer to the exhibit.

® Guest Portal B  Network_Access_Aumentication_Passed * Cisco_WebAuth -
@ Guest Access B Guest_Fiow * PermitAccess 4

An engineer is configuring Cisco ISE for guest services They would like to have any unregistered guests redirected to
the guest portal for authentication then have a CoA provide them with full access to the network that is segmented via
firewalls.

Why is the given configuration failing to accomplish this goal?

A. The Guest Flow condition is not in the line that gives access to the quest portal

B. The Network_Access_Authentication_Passed condition will not work with guest services for portal access.

C. The Permit Access result is not set to restricted access in its policy line

D. The Guest Portal and Guest Access policy lines are in the wrong order

Correct Answer: A

Order is very important here as the device will keep looping into the redirection rule which is hit first.

QUESTION 2

A network engineer is configuring guest access and notices that when a guest user registers a second device for
access, the first device loses access What must be done to ensure that both devices for a particular user are able to
access the guest network simultaneously?

A. Configure the sponsor group to increase the number of logins.

B. Use a custom portal to increase the number of logins

C. Modify the guest type to increase the number of maximum devices

D. Create an Adaptive Network Control policy to increase the number of devices

Correct Answer: C

https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/en/us/td/docs/security/ise/2-7/admin_guide/b_ise
_admin_guide_27/b_ise_admin_guide_27_chapter_01111.html.xml
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QUESTION 3

An employee logs on to the My Devices portal and marks a currently on-boarded device as "Lost\\'.
A. Certificates provisioned to the device are not revoked

B. BYOD Registration status is updated to No

C. The device access has been denied

D. BYOD Registration status is updated to Unknown.

E. The device status is updated to Stolen

Correct Answer: AB

https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22 ch
apter_01111.html

QUESTION 4

A network engineer is configuring a network device that needs to filter traffic based on security group tags using a
security policy on a routed interface. Which command should be used to accomplish this task?

A. cts authorization list

B. cts role-based enforcement

C. cts cache enable

D. cts role-based policy priority-static

Correct Answer: B

QUESTION 5

What is a restriction of a standalone Cisco ISE node deployment?

A. Only the Policy Service persona can be disabled on the node.

B. The domain name of the node cannot be changed after installation.

C. Personas are enabled by default and cannot be edited on the node.

D. The hostname of the node cannot be changed after installation.

Correct Answer: C

After you install a Cisco ISE node, all the default services provided by the Administration, Policy Service, and Monitoring

personas run on it. This node is in a standalone state. You must log in to the Admin portal of the Cisco ISE node to
configure it. You cannot edit the personas or services of a standalone Cisco ISE node. You can, however, edit the
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personas and services of the primary and secondary Cisco ISE nodes. You must first configure a primary ISE node and
then register secondary ISE nodes to the primary ISE node.

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_g
uide_22_ chapter_010.html
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